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B Hacrosimell cTathbe BB HaiiieTe ONHMCAHWE TPATUIIMOHHON apXUTEKTYPHI IMOCTPOCHHS OJOYHBIX
mu¢poB, JekKalied B OCHOBE HanOOJIee M3BECTHBIX COBPEMEHHBIX HECEKPETHBIX IMU(POB, TAKHX, KaK
Poccuiickuit m amepukaHckuii cranaaptsl mudposanus. Crarhs Obuta HanmcaHa B anpene 1995 roxa,
HO TIO Pa3HBIM IPUYMHAM HE Oblila Toraa omyOnukoBaHa. B To Bpemst mHpOpMAamus MO apXUTEKType
KJIACCHMYECKHUX OJOYHBIX IM(POB NPaKTHYECKH OTCYTCTBOBaja B Poccuiickoil oTKpbITOH mnewatw, a
PYCCKOSI3BIYHASI TEPMHHOJIOTHSI B OTOH OOJIaCTM HaxoJwjach €Iie B CTaJAWM CTAaHOBJEHHsS. 3a
npoueqiee ¢ TeX I[Op BpPEeMs IOSBWIIOCH OTPOMHOE YHCIO MaTepHaNoB MO 00CyXkIaeMoW Teme,
MO3TOMY CETOJHS CTAaThsl MOXKET MOKA3aThCs cllerka HauBHOU. OJHAKO ee KOpEHHas Mepefenka 3aHsaa
OBl CIIMIIKOM MHOTO BPEMEHH, IIPOIIE HAMKCATh HOBYIO CTaThIO, M IO3TOMY aBTOP MapauIeNbHO C 3TOMH
paboToii pemmi OmyOJMKOBaTh TEKYIIYI0 BEPCHIO C HE3HAUMTEIbHBIMH W3MEeHeHWsAMH. CTaTbs He
MpeAronaraeT MpeIBapUTEIPHOTO 3HAKOMCTBA 4YHTaTeldsd C Kpunrtorpadueil, OmHaKO, COXEPKHUT
JIOCTAaTOYHOE YHCJI0O MAaTeMaTHYecKHX (OpMysl M MOApPa3yMeBaeT BIAJCHHUE COOTBETCTBYIOLINM
MaTEeMaTHYECKUM alIapaToM.
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BBenenune

3akaHuuBamwotieecs 20-e CToJgeTue ABIAETCS BEKOM HE TOJBKO 3JIEKTPUYECTBA U aTOMa, B
emie OOJbIICH CTEMEHW OHO MOXET IMPEeTEeHIOBaTh Ha TO, YTOOBI HA3bIBATHCS BEKOM TOTAJIBHOU
nH(popMaTU3alUY U KOMIbIoTepHU3auu oomectBa. C TOro caMoro MOMEHTa, KOTJla B €r0 CepeiuHe
MOSIBUJIUCh W Hayald MOOEIHOE MIECTBUE IO IUIAHETE YCTPOMCTBa s 00pabOTKM LU(POBBIX
JaHHBIX — KOMIIBIOTEPHI, BO3HHMKJIA HWHAYCTpUS MPOU3BOJACTBA, OOpabOTKM U MOTpeOIeHUs
uHpOpMaLKY, KOTOpasi B HACTOSAIIEE BpeMsl CTajla HEOThbeMJIEMO uacThio Hamiel xu3Hu. Ceivac o
TEXHOJIOTUYECKOM YpPOBHE TOCYIAapCTB MMEET CMBICH CYIUTh HE MO KOJWYECTBY BBHIILIABIISAEMOM
CTaJM WM MPOU3BOJAMMBIX KOMOAHHOB i yOOpPKM cCaxapHOW CBEKJbl, a IO COBOKYIHOH
MOIIIHOCTBIO BCEX BBIYUCIUTENBHBIX CPEJICTB, MPUXOIIIIUXCS HA OJHOTO KUTEIs CTPaHBI.

O BaxHOCTM UWHPOpPMALlMM B COBPEMEHHOM MHpe Hauboyiee IOKa3aTelbHO
CBUJCTEILCTBYIOT cienyomue GakTel: Bo-nepBbix, o0iagaHue onpeaeneHHbIM HUPPOBBIM KOJAOM
MOJKET OTKPBITh JOCTYII €r0 BJIAJENbIy K 3HAUUTEIbHBIM MaTEpUAIbHBIM LIECHHOCTSM U yCIyraMm —
TaKo€ TOJIOKCHHE BEIICH WMMEeeT MeCcTO Oyiarojaps ToMy, 4TOo HMH(pOpMaTHh3aius OOIIecTBa HE
obomnuia CTOpOHOW OaHKOBCKO-(puHaHCOBYIO cepy. Bo-BTopbIX, cioxuiach M HEOObIYAitHO
OKperia MHIYCTpUSI MH(POPMAIIMOHHBIX YCIyT — HH(OpMalus cTana 0ObIKHOBEHHBIM TOBapoOM, TO
ecTb OOBEKTOM KYIUIU-TIpoJaku. MHorue (pupMbl MpeycreBaroT TOJNBKO Oyiarogapsi TOMy, 4YTO
MOTYT MOJYYUTh BaXKHBIE U MX JIEATEIHHOCTH CBEJCHHS BCErO HAa HECKOJbKO YacOB I CYTOK
paHbIlle CBOMX KOHKYPEHTOB. B TpeTbux, 1o oreHkam 3apyOeHbIX SKOHOMHUCTOB 3HAYUTEIbHAS
J0J1s1 3anagHbIX GUPM pa3opuiiach Obl B TEUEHUH HECKOJIBKUX JIHEH MOocie pasriamieHus HEKOTOpOon
KPUTHYECKH BaKHON MH(DOpPMAIUH, JIexkKalleil B OCHOBE HX JEATEIbHOCTH.

OcoO0bIii, HEMaTEpHAIbHBIA XapakTep WHGOpPMAIUU JIeJaeT HCKIIOYUTEIBHO JIETKUM €€
KOIIMPOBaHWE M MOAU(DUIIMPOBaHHE, B CUIY YEro OHA CTAHOBHUTCS COOJIA3HUTENIBHBIM OOBEKTOM
Pa3IMYHOTO poAa 3y10ynoTpednenuil. Kpome Toro, 10BOJIBHO TUIHYHOM SBISIETCA CUTYyalMsl, KOTAa
HYXXHYIO KOMY-THOO HMH(pOpMAIMIO €€ BIaJeiblbl HE COIIacWiIMCh Obl MPOAAaTh HU 3a Kakue
J€HbTU, U €IMHCTBEHHBIM CHOCO0 ee MOMYyYUTh — 3TO YKpPAcTh. YKa3aHHbIC MPUUYMHBI PUBEIH K
BO3HHUKHOBEHHUIO IIEJION OTPAC/IM YEJIOBEUECKOM JEATENBHOCTH, OCHOBHOE Ha3HAYEHHE KOTOPOU —
N00bIBaTh MH(MOPMAIHMIO JTIOOBIMH BO3MOXKHBIMH U HEBO3MOXKHBIMH CIOCO0aMHU, — KOHEUHO XK€,
peub uzet o passenke. IIpodeccus mmuoHa Hapsay ¢ APYrHMMHU, IPEKPACHO BCEM U3BECTHBIMU,
SIBJISIETCSL OJHOM M3 ApeBHeWmMX Ha 1aHere. C Apyroll CTOPOHBI, CTATUCTUKA HEYMOJIHMMO
CBHJIETEIILCTBYET, YTO Bce OOJbIIas 0N BCEX NPECTYIUIGHWH coBepmiaercs B cdepe
MH(POPMAITMOHHBIX TEXHOJOTHH “OebIMKU’’ U “‘CHHIMH BOPOTHUYKAMHK ’, HCTIOJB3YIOMUMH “‘Operntn’
MH(POPMAIIMOHHBIX CUCTEM B CBOMX KOPBICTHBIX IIesiX. JleHCTBUTENBHO, ceifuac, 4ToObl OrpaOuTh
0aHK, HE HYXHO OYJbJ03€pOM MpPOJAMBIBATh CTE€Hbl XPAaHWIMIL U pe3aTb aBTOT€HOM CEHBI,
JOCTaTOYHO Y3HATh KOJ, YIPABJISIOMINN JOCTYIIOM K OTHOMY M3 OaHKOBCKHX cueToB. Bce, uTo mis
3TOro TpedyeTcsi, — 3TO KOMIIBIOTEp U JOCTYN K OaHKOBCKOM CeTH, Hy M KOHEYHO, HEKOTOpOE
KOJIMYECTBO CEPOT0 BEIECTBA B UepenHoil kopooke. IlpuckopOHO, HO PaKT — YUCIIO MpecTyIICHUN
C MCTIOJIb30BAHUEM ““BBICOKHX TE€XHOJIOTHUN pacTeT OBICTPHIMU TEMITAMH.

Bricokasi ys3BUMOCTh HMH(GOPMAIIMOHHBIX TEXHOJOTHHA K Pa3MUYHBIM 3JI0YMBIIIJICHHBIM
NEHCTBUAM MOPOIUIIA OCTPYIO HEOOXOIMMOCTh B CPEJICTBAX MPOTUBOJIECHCTBUS TOMY, UTO MPUBEIIO
K BO3HMKHOBEHHIO U Pa3BUTHUIO oOnacTu 3amuThl MH(Gopmanuu (31) kak HeoTbeMIEeMOH uacTu
nHpopManmonHo uHAyCcTpuu. JlpeBHelmel 3agadeii chepnl 3U sBasieTcs 3anuTa rnepeaaBaeMbIX
COOOIIEHUH OT HECAaHKUMOHWPOBAHHOTO O3HAKOMJIGHHS C HX COJACPKUMBIM, HMEIOTCS
CBUJETENIbCTBA MOHMMAHHUA JIIOJbMHU ATOH MpoOiieMbl eme B apeBHeM Erunte u Baumone.
WNudopmanus o crnocobax ee pemeHus B aHTHYHOM MHpeE JOIUIa 0 HAac B BUJAE CCHUIOK Ha TaK
HazeiBaeMblid “kon llesaps™ — mpocredimuii mudp, npumenseMbiii cHadana FOmuem Ilesapem, a
BIIOCJIEICTBUYU U APYTUMHU PUMCKMMM UMIIEPATOPAMH, JJIS 3AIUTHI CBOEH MEPENUCKU OT U3JIUIIHE
JMOOOMBITHBIX T1a3. OJHAKO BIUIOTH JI0 COBPEMEHHOCTH TaWHONMCH Oblla HE peMeciioMm, a
HCKYCCTBOM, M KaK Hayka, Kpunrorpadus cioxuiach JUIIb B HacTosmeM Beke. Ho eme monroe



BpeMsl TOcie 3TOro MH(pOBajbHbIE OTHEAbl OBUIM  UCKIIOYUTENBHOM  MpeporaTUBOU
JTUTUIOMATHYECKUX U Pa3BEIbIBATEIbHBIX CIIYKO, CHUTyallds KapJWHAIBHO W3MEHUJIACh TOJIBKO B
MOCIIEIHUE IECATUIIETHUS.

B mnacrosimee Bpems mnonstue ‘3amuTta uHpopmaumu” (3M) oObegunser B cebe
MHO’KECTBO CaMbIX Pa3IMYHbIX 3HAYCHUI — OT pe3epBUPOBAHUS MUTAHUSA IS 3alIUThI HH(QOPMALIUU
OT paspylIeHuss NPH BO3MOXKHBIX COOSX B THTAIONIEH CETH M OXPAaHHUKOB B JIBEPSX
KOMITBIOTEPHOTO 3ajla, MPENSATCTBYIOUIMX BXOJAY IOCTOPOHHUX JIMI U BBIHOCY COTPYIHUKAMU
HocuTenel uHpopManuu, 10 TEeHEepaTopoB IMOMEX, “TIyIIamMx’ YHOCSIIHE WH(POPMALUIO
m3nydeHusi. M3 Bcero mHOrooOpasus metoqoB 3/ Hac ¢ BaMH MHTEPECYIOT JIMIIL T€, KOTOPHIE
HUKaK HE CBSI3aHbl C XapaKTEepPUCTHUKAMU €€ MaTepUalbHBIX HOCUTENEH, a OCHOBaHbI Ha
MaHUITYJTUPOBAHUH CaMOil MH(OpMaIMe M HCIONB3YIOT JIUIIL €€ MMMaHECHTHBIE CBOWCTBA. OTH
METOBI OTHOCSTCS K BEICHUIO KpUITOTpaduu, KOTopas nepexxuBaeT ceifuac Hacroaumii 6ym. Ha
CETOJIHAIIHUN JIEHb W3BECTHO OOJBINOE KOJWYECTBO 3a1ad, oTHocsmmxcs kK cdepe 3M, — Takoe
obwmire 00yCIIOBIEHO TeM, YTO HH(POPMALIMOHHbIE B3aMMOICHCTBHS, Pa3BUBAsCh, IPHOOPETAIOT BCE
0oJiee CIOXKHBINA XapakTep, COOTBETCTBEHHO CTAHOBATCS Oosiee pa3HOOOPA3HBIMU U M3OIIPEHHBIMU
YIpo3bl B UX CTOPOHY, a 3TO B CBOIO OUYEPE]b NPUBOAUT K BOZHUKHOBEHHUIO HOBBIX 3aaad. Ecmu
paHbllle BCe MOTPEOHOCTH B 3amuTe WH(GOPMAIUU CBOAMIIUCH K OOECIEYCHHIO CEKPETHOCTH U
MOJUTMHHOCTH TIepeIaBaeMBbIX COOOIICHUH, TO €CTh K X 3alIUTE OT YTEHHs U BHECEHUSI M3MEHEHHN
MMOCTOPOHHUMHU JIMILIaMH, TO celdac aKTyaJlbHO Topa3fo Oosbiiee yucio mpobdieM. Cpean HOBBIX
3aJjad  OTMETHUM JIMIIb JIBE, HauOoJee W3BECTHBIC: pPACChUIKA CEKPETHBIX KIIOYeH IIo
HE3alUIIEHHBIM KaHalaM CBSI3U (OTKPBITOE paclpeesieHre KiIloueil) U MOATBEepKICHNE aBTOPCTBA
cooOmeHu#t (udpoBasi MOANUCE). A BeIb CYIMIECTBYET OOJBIIOE KOJTUYECTBO MEHEE M3BECTHBIX,
HO HE MeHee BaXKHEIX 3amay 3.

CoOTBETCTBEHHO KJlaccaM pellaeMbIX 3a/1a4 B HACTOAIIEEe BPeMs CIOKMINCH JIBE 00JacTh
Kpunrtorpaguu: Kiaccudeckas, UM KpUOTOrpadusi ¢ CEKpeTHbIM KIIOUOM, U COBPEMEHHas, WU
KpunTorpadus C OTKPHITHIM KIIOYOM. VICTOpusi TEepBOM HACUUTHIBAET THICSYENCTHUS, TOTAA Kak
ouIIMaILHBIN BO3pacT BTOPOH HE TEpPEeBAIMII €Ie 3a TPU JecsATKa JieT. KpaTko ocTaHOBHMCS Ha
pa3IUYUsAX MEXITY HUMHU.

1. Knaccudeckasi u coBpeMeHHasi Kpunrorpadgusi.

Knaccuueckasi, wiam omHO-KIO4YeBas Kpunrorpadus pemaer (GakTUYeCKH IUIIb B
3aJlauM: 3alIUTy NepelaBaeMbIX COOOIICHWH OT MPOYTEHHS U OT MOAU(GUKALUUA TTOCTOPOHHUMU
munamu.  OHa omupaeTrcs Ha HWCMOJb30BaHWE CHMMETPUYHBIX QITOPUTMOB IIH(PPOBAHUS, B
KOTOpBIX 3a- M paciiu(poBaHHE OTIMYAIOTCA TOJIHKO MOPSIKOM BBIIIOJHEHHUS W HANpaBICHHEM
HEKOTOPBIX MPOCTHIX IAroB. ODTH AJITOPUTMBI UCTIONB3YIOT OJMH M TOT K€ CEKPETHBIH JJIEMEHT
(xmrou), w BTOpoe nelicTBue (pacmmdpoBaHUE) SBISETCS TMPOCTHIM OOpAIIEHUEM TIEPBOTO
(3ammudpoBanus). I[lodToMy KaKIblii W3 y4aCTHUKOB OOMEHa MOXKET Kak 3amupoBaTh, TaK U
pacmudpoBarh coobmienne. [lo mpuymHe OONBIION W3OBITOYHOCTH ECTECTBEHHBIX SI3BIKOB
HEMOCPEACTBEHHO B 3alIM(pPOBAHHOE COOOIIEHHE YPE3BBIYAHO TPYAHO BHECTH OCMBICIEHHOE
HM3MEHEHHUE, MOATOMY KJIAacCUYecKasi Kpunrorpadus o0ecreunBaeT TaKkXKe 3alluTy OT HaBS3bIBAHUS
JOKHBIX JaHHBIX. Ecau ke ecTecTBeHHON H30BITOYHOCTH OKa3bIBA€TCS HENOCTATOYHO IS
HAJCKHOM 3aIIUThl COOOIIEHUs OT MOAU(UKAINU, OHA MOXKET OBITh UCKYCCTBEHHO YBEITHYCHA
nmyTeM J00aBlIeHUs K HEMYy CICNHAJIbHOW KOHTPOJBHOW KOMOWHAIIMM, Ha3bIBAEMOM
MMHUTOBCTABKOM.

Knaccuueckas cxema mudpoBaHus NpekpacHO paboTaer, MoKa MEXIy YYaCTHUKaMH
nH(OPMAIIMOHHOTO OOMEHa eCTh B3auMHOE JoBepue. Ecam ke ero Her, TO MOTYyT BO3HUKATh
pa3nuyHble KOJUIM3MM, TaK KaK M3-3a IMOJIHOM CHMMETPUM CXEMbI B cllydae KOH(IMKTa MEXIY
CTOPOHAMHU JJIsl HE3aBUCUMOTO HAOII0aTelNsi HET BO3MOKHOCTH CAENaTh OJHO3HAYHBIN BBIBOJI, KTO
U3 BYX YYaCTHUKOB IpaB. J[elcTBUTENBHO, MOMTyYaTedh MOKET CaM U3TOTOBUTH 3alIM(PPOBAHHOE
COOOIIIeHNE U 3aTeM OOBSIBHUTH, YTO OHO MM IOJYYCHO OT 3aKOHHOTO OTIPABUTEINS, & TOT, B CBOIO



ouepeqlb, MOXKET OTKa3aThbCsi OT aBTOPCTBA B JACHCTBUTEIHLHOCTU MEPEJAHHOTO UM COOOIICHHUS,
00BsIBUB, UTO €ro c(habpuKoBasl caM MOJydarenb, 0Jaro COOTBETCTBYIOIIAs BO3MOKHOCTh Y TOTO
uMeeTcs. B 3TuxX cimyyasx He3aBUCHUMBIA apOuTpax, B (PyHKIMH KOTOPOTO BXOJUT pa3pelieHHe
KOH(MIMKTOB MEXy YIaCTHUKAMH MH(POPMAIIMOHHOTO MPOIECCca, HE CMOXKET OMPEIeNIUTh, KTO U3
HUX TpaB, a KTo — HeT. [IpuBeneHHbIN (akT 03HAYaAeT, UTO paccMaTpuBaeMasi Kpunrtorpaduueckas
cXeMma He TMO3BOJISIET OJIHO3HAYHO MOATBEPIUTH WIN ONPOBEPTHYTH aBTOPCTBO cooldmieHus. Kpome
TOTO, 3Ta cXeMa HYXKIAaeTcsd B CHElHalbHOM Cily)k0e, 3aHHMAalOIIEeNCsl N3TOTOBJIEHUEM CEKPETHBIX
KIIFOUeH W JOCTaBKOW WX ydacTHHKaM MH(POPMAIMOHHOTO oOMeHa. KOHEYHO, eciy y4acTHHUKOB
oOMeHa BCEero /Boe, TO MpoliemMa HeBeNIMKa — POJIb TAKOM CITY>KObI MOXKET BBITIOJHATH OJIUH U3 HUX
WK Jaxke o0a OHU momepeMeHHo. Ho eciu cucTemMa HACUYMTHIBAET COTHU WM JaXXe THICSYU
CBSI3aHHBIX MEXIy CO00H y3110B 00paboTKu MH(OpMaIuu, 3TO HeOObIIas MpodieMa BeIpacTacT B
OO0JIBIIYIO TOJIOBHYIO 0OJIb.

[IpoTuBOpeune MeXJay OrpaHMYECHHUSIMH KJIACCHUYECKOM KpunTorpadguu U MOCTOSHHO
BO3HUKAIOIIMMHA HOBBIMU 33Jja4aMd TPHUBEIO K TOMY, YTO BO BTOPOH IOJOBHHE CEMUAECATHIX
rogoB Obuld pa3paboTaHbl MPUHLIMIKAAILHO HOBBIE TIOAXOMbBI, TMO3BOJSIONIME PEUIUTh Kak
MIEPEUUCIICHHBIC BBIIIE TMPOOIEMBI, TaK ¥ O0JBIIOE YUCIO ApYruX. OCHOBOU MOCITYXHIIO OTKPHITHE
TaK Ha3bIBA€MbIX ACHMMETPUYHBIX KPHUNTOAITOPUTMOB, WJIM METOJOB, B KOTOPBIX IMPOLETYpHI
MPSIMOTO ¥ 0OPATHOTO KPUNTOMPEOOPA30BAHMS BHITIOTHSIIOTCS HA PA3IMYHBIX KIIFOYAX U HE UMEIOT
MeXy cOOON OUEBUIHBIX M JIETKO MPOCIEKUBAEMBIX CBSI3€H, KOTOPbIE MO3BOJMIM OBl IO OJHOMY
KIIIOUY OTpEeNUTh ApYyroid. B Takoi cxeMe 3HaHWE TOJBKO KItoUa 3alIu(pOBaHUS HE MO3BOJISICT
pacmdpoBaTh COOOIIEHHE, TTOITOMY OH HE SBJISICTCSI CEKPETHBIM AJIEMEHTOM mudpa U OOBIYHO
nyOJIMKyeTcs Y4YacTHUKOM OOMEHa Ui TOro, 4YTOOBI JIIOOOW J>KENAIoMMi MOT TOCHIaTh €My
mudpoBaHHOE COOOIICHHE.

Kak BumuMm, coBpeMeHHass Kpunrorpadusi MO3BOJSIET PEIINTh TOpa3iao Ooliee MIMPOKUN
Kpyr 3ajmad, yeM Kpumnrorpadusi kiaccudeckas. Ha 3ape ee pa3BUTHs BBICKA3bIBAJUCH JAXe
MHEHHS, YTO OHA 33 HECKOJIBKO JIET MOJHOCTHIO BHITECHUT CBOIO MPEIIIECTBEHHUILY, OAHAKO 3TOTO
HE MPOM30LLIO MO CIEAYIOIUM MpUYuHaM: Bo-mepBbIX, aJropuTMbl C CEKPETHBIM KIIOYOM
ropaszio MpoIie PearTu3yroTcsl Kak MPOrpaMMHO, TaK U anmapaTtHo. B cHily 3TOro mpu OJMHAKOBBIX
XapaKTePUCTHKAX MPOU3BOIUTEIIBHOCTH U CTOMKOCTH CIIOKHOCTb, @ 3HAUMUT U II€HA alMapaTHbIX
CPEICTB, peATM3YyIOMUX MMHUPP C OTKPHITHIM KIOYOM 3aMETHO BHIIIC II€HBI anmapaTypsl,
peanu3yroniel KiacCuueckuii mudp, a Ipu IpOrpaMMHON peaau3airi Ha OJHOM M TOM K€ THUIIS
MPOILIECCopa OHOKITIOUEBEIE MU(PHI pabOTAOT ObICTpEE NBYXKITFOUEBBIX. BO-BTOPBIX, HAIEKHOCTh
QITOPUTMOB C OTKPBITBIM KJIIOYOM B HACTOAIIEE BpeMs OOOCHOBaHa ToOpa3fo XyXe, uYeM
HAJECKHOCTh AITOPUTMOB C CEKPETHBIM KJIFOYOM M HET TapaHTHH, YTO Yepe3 HEKOTOPOe BPEeMs OHU
He OyIyT PacKphIThI, KaK 3TO MOJYYHIOCH C KPUIITOCUCTEMOM, OCHOBAaHHOW Ha 3a/a4ye 00 yKJIaaKe
panma. IlosToMy nnsi opraHuzanuu MKU(POBAHHONW CBS3M B HACTOALIEE BpPEeMsl MPUMEHSIOTCS
UCKITIOYUTENIHO KJacCHUYecKue Mu@phl, a METOAbI COBPEMEHHOW KPUNTOrpaduu HCIONb3YIOTCS
TOJIBKO TaM, TJ€¢ OHM He pabdoTaloT, TO €CThb /MAJsi OpPraHU3alMH Pa3IUYHBIX XHUTPOYMHBIX
MIPOTOKOJIOB THUMA IUGPOBON MOIMICH, OTKPBITOIO PACIpENCTCHHS KIIOYed U Urpbl B TMOKEp IO
nepenucke. [lOCKONbKY acMMMETpHUYHbIE KpUOTOrpaduyecKue ajaropuTMbl HE SIBISIOTCS TEMOM
HACTOSAIIEH CTaThH, aBTOP HE OyneT OoJee 3aaepKUBAThCS HA 3TOM. 3aWHTEPECOBAHHBINA YUTATEINb
MOKET HalTH HX ONHCaHWE U OOCYXJEeHHE B OOJBIIOM KOJIMYECTBE MCTOYHUKOB, HallpUMeEp, B
[1,3,4,8].

HeoOxoaumMo OTMETHUTH, YTO B HacTosIlee BpeMs MNyONHMKyeTCs 3HAaYUTENIbHOE YHCIIO
HAyYHBIX U TOMYJSPHBIX pabOT MO COBpEeMEHHOW KpunTorpaduu, Toraa Kak HEMHOTOYHCICHHBIC
MyOIMKauy, B KOTOPBIX PacCMaTpPHUBAIOTCS KJacCHUecKHUe MU(PHI, MOCBSIIEHb B OCHOBHOM MU
BOIIPOCaM HCTOPUHU MCKYCCTBA TAWHOMMUCH, WM COJIEPKAT ONMUCAHNE KOHKPETHBIX alrOpUTMOB 0€3
HCCe0BaHUsS OOMIUX TIPUHIIMIIOB, JICXKAIIMX B MX OCHOBE. TaKoe IMOJOKEHHE BEIIeH C OTHOM
CTOPOHBI, SIBIISICTCS JaHBIO MOJAE, a C APYrod — IMOCIEACTBHEM YpPE3MEPHOH 3aCeKpeYeHHOCTH
KJIACCMYECKON Kpumnrorpapuu, BO BCAKOM Cilydae, HOPMaJbHBIM €r0 Ha3BaTh Helb3s. VIMeHHO



MO3TOMY B HACTOSIIEH CTaThbe aBTOpP PELIMI paccka3zaTh 00 OOIMMX MNPUHIMUIAX MOCTPOCHHUS
KpUIITOAJITOPUTMOB € CCKPCTHBIM KIIIOYOM, TOYHCC, OAHOro M3 Cro KJIAaCCOB, HAa3bIBACMBIX
OJIOYHBIMH TH(pPaMH, Ha JOCTATOYHO MPOCTOM YPOBHE, YTOOBI CTAaThsl ObLIa TMOHSATHA Ja)Ke HE
OYCHb MNOATrOTOBJICHHOMY YHUTATCIKO, U BMCCTC C TEM C HGO6XOI[PIMOI>1 CTPOr'OCThIO. Her
HE0OXOIMMOCTH TOJAPOOHO PacHUCHIBATH JOCTOMHCTBA PAcCCMaTPUBAEMbIX B CTaThe MPHUHIIUIIOB
MMOCTPOCHUA aJITOPUTMOB H_II/I(prBaHI/IH, AOCTATOYHO JIMIIb CKa3aTb, UYTO OHH JIC)KAT B OCHOBC IIBYX
Haubosee u3BecTHbIX B Poccuu mu@poB U3 ymcia caMbIX CHIBHBIX, WM, €CIM BaM TaK OOJbIIIe
HPaBUTCS, JBYX HambOosiee CWIBHBIX HIM(POB M3 YHMCIa CaMbIX H3BECTHBIX — Poccuiickoro u
aMepuKaHCKoro cranaaptoB ImmdpoBanus, amroputMoB ['OCT 28147-89 u DES, a Takxke
O0JIBLIIOTO YKCIIa MeHee N3BECTHBIX MMppoB. IlepeiiieM HEMOCPEICTBEHHO K UX U3YUYECHHUIO.

2. OcHoBHBIE NIOHATHS.

Cy1miecTByeT HECKOJBKO MPUHIMIIOB IOCTPOEHUS KPUNTOAITOPUTMOB C CEKPETHBIM
KJIIOYOM — Pa3jiNyaloT MOTOKOBBIE M OJOYHBbIE MMQPHI, MOKHO MPOBECTH KIACCU(PUKALHUIO U TIO
ApyruM mpu3Hakam. YToObl paccka3aTb O BCEX BO3MOXKHBIX THMAaxX MM(POB AAHHOTO Kiacca
HeoOXOIMMO HamucaTh HE CTaThlO, a JIOBOJIBHO OOBEMUCTYIO KHUTY HIIM Ja)K€ HECKOJIbKO KHHUT.
[TosTomMy aBTOp HE OyAeT MBITATbCA OOBIATH HEOOBATHOE, M OTPAHUYMTCS B JAHHOW CTaTbe
pacckazoM 00 apXHTEKType, BOIUIOIMICHHOW B PoccuiickoM W aMepuKaHCKOM CTaHAapTax
mu(poBaHUs — MPH BCEX MX PA3IMUUSAX OHU MOXOXKM KaK OpaThs, MyCTh Jake U HE OJIM3HELBL.
BbITh MOXET, M3JI0KEHHBbIE B CTAaTh€ CBEACHUS BIOXHOBST YUTATeNs C MBITIIMBHIM YMOM Ha
CO3JlaHHE COOCTBEHHOro IHdpa — B 3TOM HET HHYETO HEBO3MOXKHOTO, Belb KpurrTorpadus B
MOCJIEHHUE TO/IbI JOCTUTIIA TAKUX YCIIEXOB, YTO celyac Jake HauMeHee pa3BUThIC B HAyKe CTPAHBI,
HE TOBOPS YK€ O KPYMHBIX NMPOLBETAIOMINX (UPMaxX U3 Pa3BUTHIX TOCYIapCTB, MOTYT MO3BOJHTH
cebe co3maTh MPaKTHYEeCKH HepacKpbiBaeMblid mudp. Tomy ecThb ApKuil mpuMep — aMepUKaHCKHUMA
crangapt mudpoBanus (DES) mnepBonauansHo Obin paspaboran ¢upmoit IBM s cBomx
COOCTBEHHBIX HYXI, U JIUIIb 3aTeM, TOCJE€ HEKOTOPBIX NepepadOTOK, ObUI MPUHAT B KadyecTBe
denepanpaoro cranmapra CIIA [2]. JlocTikeHus COBpEMEHHOW KpuUNTOTrpaduu IMO3BOJSIOT
00ecIeunTh HACTOIBKO TMOJIHYIO KOH(MHUIEHIMATBLHOCTh MpH 00paboTKH WHGPOPMAIMH, YTO HaKe
camble sipble MOOOPHUKU MPUBATHOCTH U HEBMEIATENILCTBA FOCYIapCTBA B JIMYHBIC Jeia TPaxaaH
onacarotcsi ee mnocieactsuil.  Tak, Konrpeccom Coenunennsix IlltaToB paccmarpuBaroTcs
3aKOHOJATEIbHBIC aKThl, Pa3pellaionifie NMPUMEHEHHE KPUNTOrpauuecKuX CpPEeACTB TOJIBKO MOJ
KOHTPOJIEM COOTBETCTBYIOIUX cilyx0. Ilpum stom Bce mpomemypsl oOMeHa IMHGPOBAHHBIMH
COOOIICHUSMH JTOJKHBI CTPOUTHCS TaKUM 00pa3oM, 4TO Obl MIPU HEOOXOIUMOCTH CIICICITYKOBI 110
pELICHHI0 CyIeOHBIX OPraHOB MOINIM UX JAemudpoBaTth. Bo03MOXHO, YTO JOCTATOYHO CKOPO [0
9TOr0 JOMIET IeI0 U y Hac. B 3ToM HampaBlleHMM yXKe CIEIaHO HECKOJIBKO IIAaroB — MPOYUTAnTe
yka3 npesuaenta Poccun Ne334 ot 3 anpens 1995 roga “O mepax 1mo coOII0€HHIO 3aKOHHOCTH B
obOnacTu pa3pabOTKH, MPOM3BOJICTBA, peaM3allMy M JKCIUTyaTallud MU(POBAILHBIX CPEACTB, a
TaKXKe IMpeIoCTaBIeHUs ycIyr B obnactu mmdpoBanuss uHGoOpManuu”’, (HaKTUIECKU
YCTaHABIMBAIOIINI TOCYIapCTBEHHBIH KOHTPOJIb 3a pPa3pabOTKOW W HCIIOIB30BAaHUEM CPEACTB
Kpunro3amutsl nHpopmanuu. COMHEHHH HacdeT TOro, OTKyAa “yHIM pacTyT ObITh HE MOMET —
OAIICU nHamepeHO OBITh MOHOIIOJMCTOM Ha 3TOM BEChMa MPHBJICKATEIHLHOM PBHIHKE amlmapaTos,
IIPOTPaMM U YCIIYT, & TOCYJapCTBO HE XOUET, YTOOBI €ro IpakJaHe UMENTU CEKPETHI OT HETO.

Bepnemcst k cyrtu mpoOiieMbl: WTaK, MYCThb JBE CTOPOHBI, KOTOpbIe MBI Ha30BEM
3aKOHHBIMH YYaCTHHKaMHU oOMeHa MHQOpMaluei, IbITaloTCs HalaIuTh CEKPETHYIO CBs3b. M3 HUX
OJIMH SIBJISIETCSA OTIPABUTENEM, a APYToil — moiydareaeM cOOOLIeHHs, XOTs, KOHEUHO, B PEaTbHBIX
CUTyallUAX 3TH POJIM HE 3aKPEIUICHBI 32 YYAaCTHUKAMH JKECTKO U KaXJOMY M3 HHUX HPUXOIAUTCS
ObITh KaK OTIpPABUTENEM, TaK U MOJIyyaTesleM. 3ajada OTIpaBUTENs 3aKII0YaeTcs B TOM, YTOOBI
copMHpOBAThH U OTIPABUTH MOJydaTento coodmmenne 7. 3amava moyryyaTens 3aKII0YaeTcsl B TOM,
9YTOOBl TOCTAHHOE COOOIIEHHE MOJYYUTh U TOHATH €ro cojepxkaHue. YToObl OAMH TOJBKO
MoJlyyaTteilb MOT O3HAaKOMHUTBCS C COJEpKAHMEM COOOIICHHUS, OTHPABUTENI0 HEOOXOIUMO



npeoOpa3oBaTh €ro CorjacHO HeKoTopomy anroputmy E Takum oOpazoM, uTo OBl HU KTO, 3a
UCKITIOYEHUEM 3aKOHHOTO MOTyJaTess U, OBITh MOXKET, CAMOTO OTIPABUTENS, HE MOT BOCCTAHOBUTH
€ro B MPEXHEM BHIe. DTO MpeoOpa3oBaHUE Ha3bIBaeTCs 3amudpoBanueM coodmenus 7, a To, 4TO
MOJTy4YaeTcsl B pe3ysbTaTe 3TON Mpoueaypsl, HasbiBaeTcs mudprexcrom 77, CBs3b MEXIY UCXO-
HbIM TekcToM T, mudprekctoM 7' u anroputMmom 3amudpoBanus E MOXET ObITh CHMBOJIMYECKH
BbIpakeHa C momouibio cuenyromei ¢opmyns:  T'=E(T). [HudpoBanHoe coobuienue T’
nepenaeTcsl OTIPABUTENIEM TMOJIy4yaTeNio MO KaHaly CBS3U. UTOObI 3aKOHHBIN IMOIy4aTeiab MOT
O3HAKOMHUTBCS C COJEPKUMBIM TOJIyUEHHOTO COOOIIEHHUS, OH MJOJDKEH IPEIBAPUTEIBHO €ro
pacmmdpoBaTh, TO €CTh IPUMEHUTH K mHbpTekcTy T’ anroputm pacumdpoBanus D, B pe3yiib-
TaTe 4ero OyJeT BOCCTAHOBJICHO HcXogHoe coobmieHue 7. Takum oOpaszoM, pacmudpoBaHHe
JAHHBIX OCYIIECTBIsACTCS cormacHo ypaBHeHutro 7T =D(T'). UYtoObl 006ecrneunTh CEKPETHOCTH
CBSI3H, aJITOPUTM paciiupoBaHUs HE JOJHKEH ObITh U3BECTEH MOCTOPOHHUM JIMIIAM, ITOCKOJIBKY €ro
CEKPETHOCTh OIpeNesieT CEKPETHOCTh OPraHN30BaHHON TaKUM 00pa3oM CBSI3H.

B namreli cutyanuu npucyTCTBYeT TPEThs CTOPOHA, HA3blBa€Mas COIVIACHO CIIOKUBILEUCS
TPaJAULIUU 3JI0OYMBILIUIEHHUKOM, KOTOpas >KeJaeT BOCIPEMSITCTBOBATh OCYIIECTBICHNUIO HAMEPEHHI
3aKOHHBIX YYaCTHUKOB oOMeHa. B HamOosee olmieM ciydae BO HCIOJHEHHE CBOMX HaMEpPEHHM
3JI0YMBIIIICHHUK MOXET TIEPEeXBaThIBAaTh MU(DPOBAHHBIE COOOIICHUS U TIOCHUIATh ChaOpUKOBAHHBIC
UM CaMHUM COOOILEHHs OJJHON U3 CTOPOH OT UMEHHU JApyroil. KoHeuHo, OH He BiajgeeT aaropuTMoM
pacmmdpoBaHusi, — B 3TOM ciydae Bce ObLIO OBl MpefenbHO MpocTo miisg Hero. Kpyr 3amad,
KOTOpPBHIE MOXET TOMBITAThCSI PEMIUTh 3JIOYMBIIIJICHHUK, [IUpe, 4YeM MpOoCTO AemudpoBaHHe
COOOILIEHNUS — MEPEUNCIIUM 3TH 3aJ]a4ui, UMEHYEeMbI€ B KpUIITOrpaduu yrpo3amMu:

e jemmdposaTs coodimenue 1, TO ecTh MOMYYUTh COOTBETCTBYIOIIMI My OTKPHITHIH TekcT 1 MOMHOCTHIO Wi
YaCTUYHO, WM XOTS OBl CHeNaTh HEKOTOpPHIE 3aKIIOYEHHUS O CONEPKAHWU IIePEXBAaue€HHOTO COOOIIEHMUS,
onmpasch Ha 0OHapy)XEHHBIC B HEM 3aKOHOMEPHOCTH;

o C(i)OpMI/IpOBaTI) Ha OCHOBC HMCIOIIUXCA Yy HCTO JAaHHBIX COOGHIGHI/IC T', KOTOpPOC 3aKOHHBII MoJy4areiib
MIPUHAIT Obl 3a IIOAJIMHHOC. HpI/I 9TOM BOBCE€ HE 065[3aT€J'H)HO, X0Ts, KOHCYHO, BECbMa XXCJIATCJIbHO IJIA
3JIOYMBIIIIJICHHHUKA, 4yTOoObBl OH C€aM MOI IIOHMMAaThb CMBICI COCTAaBJIIEHHOI'O COO6III€HI/I$I WIN Jaxe Mor
c(habpukoBaTh M000€ BEIOpAHHOE UM TI0 CBOEMY YCMOTPEHHIO COOOIIICHHE.

[Mox packpeiTHeM mudpa TOHUMAIOT YCICHIHYIO peaju3aluio XOoTs Obl OJHON U3
yKa3zaHHbIX yrpo3. IlepBas yrposa, eciu OyneT oCyIiecTBlIeHa, HAPYIIUT CEKPETHOCTb COOOLICHMS,
a BTOpasi HApYIIUT ero NoIMHHOCTh. CTerneHb ycrexa B peali3aliy MePeUrCICHHBIX BBIIIE YTPO3
TaK)ke€ MOXKET OBbITh pa3nuyHOW. Eciau UCKIIOYHTH clydaliHyl0 ynady, TO ycCIelIHas peanu3anus
yIpo3bl  CEKPETHOCTH JAHHBIX  O3HAYaeT OBJAJCHUE 3JIOYMBIIUICHHUKOM  aJITOPUTMOM
pactmmdpoBanuss D, win nocTpoeHne (GYHKIIMOHAIBHO SKBHBAJICHTHOTO eMmy ainroputma D’
MO3BOJISIONIETO JUIS JII00O0T0 3amuppoBaHHOr0 coodmenust 717, unu xots Obl I MHU(PTEKCTOB U3
HEKOTOpOro KJjacca, IMOJIYYHTh COOTBETCTBYIOIIEE OTKpbITOe coobmieHue 7.  AHaJOTH4HO,
yCTeNIHasl peanu3ausi Yrpo3bl [ETOCTHOCTH JaHHBIX O3HAYAeT OBIAJCHHE 3JI0YMBIIUICHHHUKOM
anroputMoM 3amudpoBanus  E, wiM NOCTpoeHHE (PYHKIMOHAIBHO HKBUBAJIEHTHOTO €My
anroputMa  E’, TIO3BOJNSIONIETO ISl JTIOOOTO OTKPHITOrOo cooOmieHus 7, umum XoTs OBl s
COOOIIEHUH U3 HEKOTOPOTO KJIacca, MOJYyYnuTh COOTBETCTBYIOIIEE 3amudpoBanHoe coodmenne T
Wnu, B HauMeHee yCIeNTHOM JIJIs 3I0YMBINIJICHHUKA CITydae, CO3/JaHue alrOpruTMa, O3BOJISIONIETO
MMOCTPOUTH Takoe 3amuppoBanHoe coodmeHre 7' 6e3 3HaHUST COOTBETCTBYIOIIETO €My OTKPBITOTO
coobmenust 7, KOTOpPOE 3aKOHHBIH MOTy4aTeh MPUHSI ObI 32 MTOUTMHHOE.

Jls ocyliecTBIEHUSI CBOMX Yrpo3 3J0YMBILIUIEHHUKY TPEOYETCsl BBIIIOJHUTH HEKOTOPYIO
JOCTATOYHO MHTEIUICKTYATbHYIO pa0OTy C IEpEeXBAYCHHBIMH JAHHBIMU, B 3TOM €My MOXKET IIOMOYb
KpUNITOAHATUTUK. HeTpyaHo moragatbes, 4TO B 3aJady MOCJIEIHEr0 BXOAUT KPUITOAHAIHU3, TO
€CTh aHaIM3 IMEePEXBAUYCHHBIX COOOIIECHUH C IENBI0 OCYIIECTBICHUS OJHOW U3 TEPEUMCIICHHBIX
BhIIIIEe yrpo3. [Ipu ATOM aHATMTHUK MOKET pacrnojiaraTh Cleayronei nadopmarmei:

o ,HeHIH(l)pyeMbeI TCKCT T', TAaKKE€ MOTYT UMETLCS NMEPEXBAYCHHBIC PAHEC HIPI(l)pOBaHHI)IC COOGHICHI/IH



(T\,T5....,T,;), 3amudpoBaHHbIe ¢ UCTIOIH30BAHHEM TOTO %Ke CAMOTO ArOpUT™Ma, uto 1 1;

®  OTKpBITHIE COOOIIEHHS, COOTBETCTBYIONINE HEKOTOPHIM PaHee NePEXBAYCHHBIM MHMPOBKAM:
(1,,T.,...,.T,,), T/=E(T)), i=1,...m, rne m<n;

® BO3MOXHOCTb TOJYYUThH JUIS MPOU3BOJILHOTO BHIGPAHHOTO 3JOYMBINLIEHHMKOM OTKPBITOro coobuienus 1
cootserctyromuit mudprexer I = E(T),

®  BO3MOXHOCTb MOJY4HTH JUIsl IPOM3BOJILHOTO BHIGPAHHOTO 3I0YMBIILIEHHUKOM MHQpoBaHHOro coobuienus 1"
cootsercTByromuit otkpbiThiii TekeT T = D(T").

COOTBETCTBEHHO STHM TPEM BO3MOXHOCTAM pPa3IMvaroT CJICAYIOIHNEC OCHOBHLIC BHUIbI
KpHUIITOAHAIMU3a:

aHaJIn3 Ha OCHOBEC TOJIBKO HII/I(l)pTeKCTa;

aHaJIu3 Ha OCHOBC HeBLI6paHHOFO OTKPBITOT'O TCKCTA,
aHaJIu3 Ha OCHOBC BLI6paHHOl"O OTKPBITOI'O TCKCTA,
aHaJIu3 Ha OCHOBC BLI6paHHOl"O HII/I(l)pTCKCTa;

IlepBast BO3MOYKHOCTB €CThb B PACIOPSDKCHWM aHAIMTHUKA NPAKTUYECKH Beerna. Bropas
BO3MOXXHOCTb TaK)K€ BIIOJHE peajbHA: HAlpUMEp, Pa3BEIKE Yepe3 areHTypy YyJaloch J0CTaTh
pacippoBKy OJHOTO U3 CEKPETHBIX cooOuieHnii. boiee Toro, 3Ta BO3MOXKHOCTh BECbMa THUIIMYHA
B Tex c(epax, Ille CPOK >KU3HU CEKpeTHOH MH(pOpMalMK BecbMa Majl, U OHa OBICTPO IMpeaaeTcs
orjlacke — IpH Iepefade pPEeKIaMHBIX MaTepUalloB, PA3JIMYHBIX pENOpTaxel, MMyOIMKyeMbIX
BITOCJICICTBUHM CPEICTBAMH MAacCOBOM MH(OpMalLMU U T.I., CIOBOM Be3ze€, Ille HAIO ONEPEaHThb
KOHKYPEHTOB BCET0 Ha HECKOJIBKO 4acOB WM AHEHW. TpeTbd W deTBepTas BOSMOXKHOCTH, XOTS H
KaXKyTCd DJK30THYECKMMM, TEM HE MEHEe TakK€ MOIYyT HMETh MECTO — €CIM COTPYIHUK
opraHu3amuu, padoTalomui HAa APYTY0 CTOPOHY, MMEET JOCTYHn K OOmMM MHpPOBATHHBIM
cpeactBaM. KoHeuHo, TpeTHii ciydail ©IMeeT CMBICT MPUMEHUTENBHO K 3a/1a4e JemupoBaHus, a
YEeTBEPThIM — HaBA3BIBAHM JIOKHBIX JaHHBIX. [lepBble 1Ba akTyalbHbI U1 00€UX yrpo3.

B paccmarpuBaeMoil HaMU JKU3HEHHOM CUTyallMU IPUCYTCTBYET €Il€ OJHA CTOPOHA, POJIb
KOTOPOHM IOMBITAEMCSl BBINOJIHUTH MBI CaMU. OTO Kpuntorpad, B 3aaady KOTOPOIO BXOAMT
CHaOAUTH 3aKOHHBIX YYaCTHUKOB OOMEHa TaKUMHU aJIrOPUTMAaMHU 3a- U paciuppoBaHHs, YTOOBI
3JI0YMBIIIJIEHHUK HE CMOT BBINOJIHUTh HU OJJHY U3 CBOMX YIPO3 JlaXke B caMOl OJaronpusTHON 1Jis
HET0 CUTYaIluH, TO €CTh IPU BO3MOXKHOCTH KpUNTOAHAIN3a HA OCHOBE MPOU3BOJIHHO BBIOPAHHOTO
OTKPBITOTO TeKCTa. MHBIMU cloBaMu, 3ajadeil kpunrorpada sBisieTcss pa3padoTKa CEKPETHOW U
ayTeHTUYHOM CHCTEMBI Iepelaud JaHHbIX. BooOmie roBops, 3TO pa3IUYHbIC, XOTSA MOPOH U
CBSI3aHHBIC JOBOJIBHO TECHO B KOHKPETHBIX WIM(pax CBOHCTBa KpunrocucteMm. lloscHuUM uxX
CMBICI:

Aymenmulmocmb €CTh 3alIMIICHHOCTH Kpl/lHTOFpaq)H‘leCKOﬁ CHUCTEMbI OT HAaBA3BIBAHUSA JIOKHBIX
JAAaHHBbIX.

CeKPEMHOCMb €¢CTh 3AIMUIICHHOCTH Kpnnrorpaqmqecxoﬁ CHCTEMBbI 0T HECAHKIIMOHHUPOBAHHOTIO
O3HAKOMJICHHUSA € COACPKUMBIM 3aKPbIBA€MbIX CHCTEeMOM TaHHBIX.

3. IIudpsl ¢ CEKPEeTHBIM KJIOYOM.

Wrak, Hama 3amaua 3akioyaeTcss B TOM, YTOObI CHAOOUTh YYaCTHHKOB OOMEHa
HaJeKHBIMH anroputMamu Imudpoanus. [lepBeiii BOmpoc, KOTOPBI MBI cede 3amaauM, — 3TO
peliaeMa Jid 3ajava B MPUHITUIE, U €CIIU Ja, TO KaKyl0 MAaKCUMAIIbHYIO CTETICHh CEKPETHOCTU MBI
MokeM oOecnieunTh? OTBET Ha 3TOT Bompoc Obul HaineH IlleHHOHOM — Teopema, HOCSIIasl ero
UM, TJACUT, YTO CYIIECTBYIOT aOCOJIOTHO CTOWKHE IIU(PBI, TO €CTh TaKUe IIUQPbI, KOTOpPHIE
HEBO3MOXXHO PACKPBITh, JaXE €CITH KPHUITOAHAIMTUK O00JalaeT HEOrPaHWYCHHBIM 3alacoM
BPEMEHHM U BBIYUCIUTENbHBIX pecypcoB. IlleHHOHOM Tak)ke OBLIO YCTaHOBJIEHO, YTO YCIOBHEM
a0COFOTHON CTOMKOCTH M ]pa SABIAETCS UCIOIH30BAHUE B AITOPUTME MU(POBAHKS HE MEHBIIIETO
KOJIMYECTBA CEKPETHON MHGOPMAIH, YeM COACPKUTCA HHPOopMauu B mu(ppyeMoM COOOIICHHH.



Kak peasmzoBats Takoi mmdp? IIpexae yem oTBedaTh Ha 3TOT BOIPOC BCIIOMHUM, YTO
BCE COBpeMeHHble MHU(pel Oa3upyrorcs Ha mnpuHiune Kupxrodpa (dacto B mepeBogax ¢
AHTJIMACKOTO €ro (daMuiius MPUBOAMTCS Takxke B TpaHckpunmuu “Kepxxodd™). DToT mpuHIUI
IJIACHUT, YTO aJTOPUTMBI HIM(PPOBAHUS JOJDKHBI CTPOUTHCS TaKUM 00pa3oM, 4TOOBI Ja)ke MPU HX
pasrialieHuy OHU BCe ellle 0OecleyrBalMd OIpe/leTeHHbI YpOBEHb HaJeKHOCTH. BepHemcs K
00CyXJ1aeMOi TeMe — SCHO, YTO KPUIITOAJITOPUTMBI, IOCTPOCHHBIE B COOTBETCTBHH C MPHHIUIIOM
Kupxroda nomxHbl UCONB30BaTh MPU MUGPOBAHUN CEKPETHbIE JaHHbIC, HAa3bIBAEMBIE KIIOUOM,
KOTOpBIE M 00ECIIEUNBAIOT CEKPETHOCTh COOOLIECHHS B YCIOBHUSIX OTKPBITOCTH CaMOT0O ajJrOpUTMA.
JlpyruMu clioBaMH, CEKpETHOCTh IH(pa J0KHA O0ECIeunuBaThCS CEKPETHOCTHIO KJIH0Ya, a He
CEKPETHOCTBIO allTOpUTMA MUPPOBaHHS. DTO O3HAYAET, YTO ANrOpUTMbl E 1 D, BBeleHHbIE HAMU
B PacCMOTPEHHME B TMPEIbIAYLIEM pa3zelie, HCHOIb3YIOT CeKpeTHbIH Kitou K, U Moryr ObITh
obo3HaueHsl Hamu Tenepb kak Ex u Dy Torma ypaBHeHus mudpoBaHus OynyT HMETh
CHEAYIONIUN BU:
T'=Ex(T) (3ammdpoBanue),
T=Dk(T') (pacumdpoBanue).

Bcenomuum, 4to B mmdpax paccMaTpuBaeMoOro Kiacca Ui 3a- U paciiupoBaHUs UCTOIb3YeTCs
OJIMH Y TOT K€ KJIF0Y. SICHO, 4TO mporierypa pacmudpoBaHusi T0JHKHA B JIFOOOM CiTydae IPUBOINUTH
K MIPaBWIIBHOMY Pe3yJbTaTy. DTO O3HAYaeT, YTO KAKOBBI ObI HM OBLIN TOMYCTUMBIC OJIOK JaHHBIX
T w xmou K, mopKHO BRIMOTMHATHCA cheayroniee paBeHcTBo: Ex(Dg(T))=T.

Bepremcs k aOCOMIOTHO CTOMKUM MIudpam, peanusytommM npuHuun Kupxroga. Tak kak
BCSl X CEKPETHOCTh COCpENOTOYEHA B Kiroue K, mMpuMeHUTENhHO K HUM TpeOoBanue lllenHoHa
O3HA4YaeT, 4TO pa3Mep Kitoua MHUQPPOBaHUS HE JOHKEH OBITh MEHbIIE pa3Mepa MmudpyeMoro
coobmenusi: |[K|>|T|. Byaem momaraTh, 4TO OHM MMEIOT OJWHAKOBBIM pa3Mep, paBHBIA /N OUT:
|K|=|T|=N. 3T0 MUHMMYM, MPU KOTOPOM BCE €II¢ BO3MOXHA aOCOJIOTHAsI CTOMKOCTh. Jlms
samm@poBanusa coobmenne 7 HeoOX0IMMO CKOMOMHHpPOBaTh ¢ KiaouoM K ¢ moMoIbio
HEKOTOPOM OMHApHOM omepamuu “°” TakuM 00pa3oM, YTOOBI MOJYICHHBIA MU(PPTEKCT 3aBUCENT U

ot ucxoanoro tekcta 7T, u or kmoua K. Ilpu sToM ypaBHeHue 3ammudpoBaHus OyneT UMETh
CHEAYIOUIMI BUA:
T'=Ex(T)=T°K.

Pazmep mmudprexcra npu 3tom Takke paeH N outr: |T'|=|T|=|K|=N. [nsa obecrnedyenus
aOCOJIIOTHOM CTOMKOCTH IHdpa KOJIMUECTBO CEKpeTHON mHpopmaruu B kiode K 10IKHO OBITH
MaKCHMaJbHO BO3MOXHBIM JJIsI €r0 pa3Mepa. ITO 03HAYAET, YTO BCE OMTHI KIFOYA JIOJDKHBI OBITH
CIIy4aiiHbl C PAaBHOBEPOSITHBIMU 3HAYEHHUSIMH U CTATUCTMYECKU HE3aBUCHUMBI. Takoil K04 MOKET
OBITH TIOJYYEH TOJBHKO aIMapaTHBIM CIIOCO0O0M, aITOPUTMUYECKHU €T0 BBIPAOOTATh HEMb3sI, TAK KaK B
ATOM clly4ae yKa3zaHHOe TpeOoBaHME OyaeT HapymieHO W mudp mepecTaHeT ObITh aOCOIFOTHO
CTOMKHUM.

OO6cynuM Temepb TpeOOBaHUS, KOTOPHIM JOJDKHA YAOBIETBOPATH omepamus “°”. Bo-
MePBBIX, 4TOOBI mUudpoBaHue ObUIO 00paTUMBIM, ypaBHeHUE T ° K=T' n0MKHO OBITH OJJHO3HAYHO

paspemuMo oTHOcuTenbHO 7T mpu Mr0ObIX 3HaueHusx 7' u K. DTo o3Havaer, 4To y OMHApHOM

O”
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’ [T3P 2]
[ ]

orepanuu “°” moJDKHA CYNIECTBOBATH OOpaTHAs, KOTOPYIO MBI 0003HAYMM Yepes3 , ¥ KaKOBBI
Obl HU ObTH  N-OuTOBBIE ONOKM nMaHHBIX T u K, Bcerma MOJKHO BBIMONHSTHCS PABEHCTBO
(T°K)* K=T. Bo BTOpBIX, AJI1 00ECIIEYCHUS MOTHOU CEKPETHOCTH MmHU(pa HEOOXOIUMO, YTOOBI

pasHble KJIIOYM JaBajd JUIS OJWHAKOBBIX HCXOAHBIX TEKCTOB pa3Hble MMHUPPTEKCTH.  ITO
PaBHOCWJIBHO TPEOOBAaHHIO OJJHO3HAYHOM paspemmmMoctd ypaBHeHus: 7o K=T' ortHocurensHo K.

Tak kak CCKPCTHOCTDH LHI/I(l)pOBaHHOFO COOGH.[CHI/I}I HCJIMKOM OIUPACTCA Ha CCKPCTHOCTH KJIr0O4a, BO

73 1) [33P 2]
[ ]

BCEM OCTaJbHOM oOmepanmuu “°” u MOTYT BBIOMpPAThCS W3 CooOpakeHHWi ymobctBa. B
Ka4ueCTBC TaKUX onepaum‘/i MOZKCT UCIIOJIB30BATLCA CJIOKCHUC U BBIYUTAHUC 11O MO YIIIO ZNZ



ToK=(T+K)mod2", TeK=(T—K)mod2".

OcyH_IeCTBI/ITB BBIYNUCIICHUA Haa C006H_I€HI/IGM KakK CAVNHBIM I CJIBIM MOIXKET OKa3aTbCia
3aTPYJHUTEIBHBIM 10 TPUYUHE €r0 3HAYUTEIBHOTO pa3Mepa, MO3TOMY Iieiecoo0pa3Ho pa3OHTh
cooOlIeHrne M KoY Ha OJOKM MEHBIIEro pa3Mepa M NMPUMEHUTh yKa3aHHbIE ONEpaIi K 3TUM
OJIOKaM:

T:(TlaTza'“’Tﬂ)a K:(KlaKZr"aKﬂ)) |K|:|E|:Nl7
T; o K;=(T; + Ki) mod 2V, T;  K;=(T;— K;) mod 2".

Eciu goBectu 3TOT mnponecc I[pOGJIeHI/I}I A0 JIOrMYECKOIro KOHIA, MbI IMPUACM K OICpanuu
MMOOMTOBOI'O CI0KEHHS T10 MOAYIIO 2, Ha3bIBAEMOU TaKKe HOOUMOGbIM UcCKaouarowium uiu.:

T°K=T*K=TOoK.

[Tocnenusist oneparys okaszanachk OOpaTHOM K caMoil cebe M Mo 3TOW NMpUYMHE, a TaKKe B CHITY
CBOEH MPOCTOTHI M JIETKOCTH pean3aluu (OTACIIbHbIE OUTHI COOOIIECHHsI B HEMl 00paldaThIBAIOTCS
HE3aBUCHMO JIPYT OT Jpyra), HOJy4yria HanOoJIbllee paclpoCTpaHEHHE.

Kpatko ocTtaHOBHMCST Ha JOCTUTHYTOM: IMHGP, KOTOPBIA MBI ceHYac MOTyUdHIIH,
Ha3bIBACTCSl OJHOPa30BOM rammoii BepHama. OTtoT mmdp obmagaer aGCOMIOTHON CTOHKOCTBIO,
KOTOpasi, OJJHAKO, OIUIAYMBAETCS JOCTATOYHO JOPOroM LEeHON — g mHU(pOBaHUA COOOIICHUS
HYXEH KIII0Y TaKOTO K€ pa3Mepa, MpeIBAPUTEIbHO TOCTABICHHBIM OTIIPABUTENIO U TIOTYYaTeINo.

Jnsa mudpoBaHus ABYX pa3iMYHBIX COOOIICHWN HENb3sl MPUMEHATh OAHY U Ty XK€
MOCJIeIOBATEIbHOCTD JIEMEHTOB TaMMbl. Ecim 3T0 TpeGoBaHue HapyLIeHO, BCET/la MOXKHO HANTH
TaKyl mapy OMHApHBIX omepanuid “®” u “”, KoTopble, Oyayud NMPUMEHEHHBIMU K OJIOKaM
COOTBETCTBEHHO OTKPBITHIX W 3alIM(POBAHHBIX C HCIOIH30BAHUEM OJHOTO M TOTO K€ HJIEMEHTa
raMMbl JJaHHBIX, JaIyT UJECHTHUYHbIE PE3yJIbTaThl:

T =-ToT.

JT0 cienaer 3ajady KpUINTOAHATN3a TeM 0oJiee JIeTKOH, YeM OOJbIIe N30BITOYHOCTH COJIEPKUTCS B
coobmenuu. [l TEKCTOB Ha €CTECTBEHHBIX S3bIKAX BBUIY MX KOJOCCATbHOW HM30BITOYHOCTH 3Ta
3ajjaya CTAHOBHUTCS IIOYTH TPUBUAIBHOM, — OTAEIUTH JPYr OT Jpyra Takue COOOLICHHS He
MpeACTaBIsIET 0coboro Tpyna. Takoe pas3jeleHre MOXKET OBITh BBIOJTHEHO METOJOM mepedopa,
IpUYEeM Ha KaKJOM IlIare B nepedope yuyacTBYIOT JIUIIb HECKOJIBKO CHMBOJIOB.

Ecnu ans HamokeHHsl raMmbl HCHOJB3YyeTCs Omepanus MOOUTOBOTO CYMMHPOBAHHS IO
MOJAYNIO 2, TO B Ka4ecTBe OWHApHBIX OMEpaIii, yCTPAHSIOMIUX BIUSHUE CEKPETHOW TaMMbI Ha
pe3yNbTaT, MOKET OBITh UCIIOJIB30BAaHA Ta K€ caMasi onepauus. JeHCTBUTENbHO, MyCTh, HAIIPUMED,
nBa OJ0Ka MHU(PYIOTCS C MOMOUILIO OJHOTO U TOTO )K€ AJIEMEHTa raMmbl /; HajaraeMoro Ha HUX
orepanueil moOUTOBOTO CIOKEHUS MO0 MOJTYJIIO 2:

I'=TeIr,
Ti=TolI.
BrimomHuM oOUTOBOE ClIOKEHHE OJIOKOB MIH(PTEKCTa IO MOAYIIO 2:

TeT/=LehHo(TeonH=TLehoel;oL)=(TieT)®0=T,oT.
Kak BuguMm, pe3yapTaT cOBMaaaeT ¢ MOOUTOBOM CyMMOH MO MOAYJIO 2 OJIOKOB OTKPBITOTO TEKCTA,
4TO ACIACT KPUTITOAHAIN3 TPHUBUAJIbHBIM.

TpeOoBaHMe yHHKaIbHONW TaMMBl JJIs KaXJ0ro MmMU@PyeMoro cooOIeHus JenaeT
mudpoBaHne ¢ TIOMOIIBIO OIHOPA30BOM TaMMbl BepHama HAcTONBKO HaKIAaJHBIM, YTO €ro
MCIOJIb30BaHNE HKOHOMUYECKU OINpaBIaHO JHIIb B KaHAJIaX CBSA3M JUIS Iepefadyd COOOIICHMIA
HUCKIIIOUUTEILHONU BaXHOCTH, SaHCﬁCTBOBaHHBIX K TOMY KC HC CJIMIIKOM 4acCTO.

baprep, mepea KOTOPhIM MBI OCTAHOBWJIHMCH, HEMPEOJOUM: JOCTHYb 3(P(EKTUBHOCTH
MPAKTUYECKOW pean3alii KPHUIITOAITOPUTMA MOKHO TOJBKO OTKAa3aBIIUCh OT a0CONIOTHOU
croiikoctu. Iudp, He sBASIOMUNCS a0COMIOTHO CTOMKHUM, MOKHO PAaCKpPBITh 332 KOHEUHOE BpEMsl,
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TOYHEE, 33 KOHEYHOE YHMCIIO IIAroB, KKl U3 KOTOPBIX COCTOUT B BBINOJIHEHUH 3JIEMEHTapHOU
apu(METHYECKOW MM JIOTWYEeCKOH omepauuu. OJHAKO HUYTO HE MeEIIAaeT HaM CO3[aTh TaKou
TEOPETUYECKH HECTOMKMH IM(p, U1 PACKPBITUS KOTOPOro TpeOoBaIoCh Obl BBIIOJIHHUTH
HACTOJIBKO OOJIBIIIOE YHCIIO Omepanuii, yToObl 3TO OBUIO HEOCYIIECTBUMO HAa COBPEMEHHBIX WU
OHJIa€MBbIX B HE OYEHb JAJIEKOM MEPCIEKTUBE BBIUMCIUTEIBHBIX CPEACTBAX 3a Pa3yMHOE BpEMs.
Mepoii mpakTH4ecKOil CTOMKOCTH MHU(PPOB MOA0OHOTO THIIA MOXKET CIYKHUTh KOJINYECTBO PaOOTHI,
HE00XO0AUMOE JJIsl UX PACKPBITUS, BEIPA)KEHHOE B AJIEMEHTAPHBIX ONEpalyax WIH B JUIMTEIbHOCTU
COOTBETCTBYIOIMX BBIYMCICHHIA Ha COBPEMEHHBIX KOMIbIOTEpax. OTMETHM, YTO B pPEANbHBIX
cucTeMax KpHUNTO3AIIUThl HMH(GOPMALMK HCHOJIB3YIOTCS IOYTH MCKIIOYUTENBHO TEOPETHUYECKU
HECTOMKHUE MUQPHI.

Xopomuid mHdp TOKEH OBITh YCTOWYMB K CTATUCTHYCCKOMY U aJITOPUTMHYECKOMY
aHaJHM3y, TO €CTh HE JOJDKHO CYIIECTBOBATH JIETKO OOHAPYKUMBIX CTATHUCTUYECKUX CBA3CH MEXITY
OTKPBITBIM U IIHU(POBAHHBIM TEKCTOM U 3aBUCUMOCTH MEXIYy HUMH JOJDKHBI OBITH TOCTaTOYHO
CJIO’KHBIMU JUISL TOTO, YTO OBl UX MOXHO OBLIIO OOHAPYKUTh NyTeM aHaiu3a. EcTh yeTkas rpaHuna
MEXJY XOpOIIO M HE OYeHb XOPOUIO CIPOEKTUPOBAHHBIMHM OJIOUHBIMU IIU(pPaMU: TNEPBbIN
HEBO3MOXXHO pPacKpbITh CrHocoOoM, Ooinee 3(PQPEKTUBHBIM YeM MOJHBIA Mepedop Mo BceM
BO3MOJKHBIM 3HAYEHUSM KJIIOYa, JJIsl PACKPBITHS BTOPOTO MOI'YT OKa3aThCsl MPUTOAHBIMU U Oolee
s dextuBHble criocoObl. Kak xe crpouts croiikue mmdprei? Hayka 06 3ToMm 3acekpedeHa
MPAKTUYECKH BE3[le, TJe MMEIOT JeN0 ¢ KpunTtorpadueid — MmyOJUKYIOTCS JIMIIb COOOpakKeHUs,
HOCSAIINE CaMblil OOIIUIT XapakTep U HE CoJepKallue HUKaKOW KOHKPETUKU. [IpHoOImUThCS K 3TUM
TallHBIM 3HAHUSAM MOXKHO, JIUIIb PaboTasi B COOTBETCTBYIOLIEM MOAPa3ACICHUN COOTBETCTBYIOLIEH
crienuanbHOM cinyx0bpl. Hy a MBI ¢ BaMu TOIIBITaEMCsl pacCCMOTPETH MPOOJIEMY UCKIIOUUTENBHO C
MO3UIMU  3/PaBOrO  CMBICTIA. IIo OonpmiOMy cYeTy, MOXHO TPEAJOXKHUTh JMIIb JBA
(GyHIaMEHTAJIBHBIX MOAX0a K IOCTPOEHUIO MHU(PA C CEKPETHBIM KIIIOUOM:

® BLIpabaThiBaeMblii seMeHT raMMbl 1 He 3aBUCHT OT mudpyemMoro Gmoka ganubix 1;;
e mudposanue Maccusa uHGopMarmu 1 OCYIIECTBIISIETCS TyTEM MAHHUITYTMPOBAHUS ¢ HUM CaMUM;

[TepBbIii moax0a O4YeBHUIHBIM 0OpazoM BbITekaeT u3 mudpa Bepnama. Bce oTnmuwme
3aKJII0YAI0TCA B TOM, YTO B HEM raMMa cama 110 ce0e He SIBJIIETCS KIIFOUEBBIM JIEMEHTOM, a TOJIbKO
BbIpabaThiBaeTcst U3 kioya K  (UKCHPOBAHHOTO pa3Mepa C MOMOIIBI0 HEKOTOPOro Habopa
bynkuuit fi: I; =f;(K), wiu, Tounee, oqHol yHuBepcanbHOU ynkuun I; =f(i,K), — XOTs ¢ TOUKU
3peHusi MaTeMaTHKU 3TO OJHO U TO XK€, C aITOPUTMHUYECKOM TOYKM 3PEHHUS ITO Pa3HbIC BELIU.
TpeboBanne npakTHUECKOW pearn3yeMOCTH IUdpa B BUIE amlmapara Wid IporpaMmsl ais O9BM
IPUBOAUT K HEOOXOJUMOCTH BO3MOXHOCTH €ro ONHMCAHUSA B (OpME alropuTtMa ¢ KOHEUHBIM
YHCIIOM BO3MOKHBIX COCTOSIHUHM, HanOosiee 00IIel MOJIEIbI0 KOTOPOTO MOXKET CITY>KUTh KOHEUHBIN
aBTOoMaT. TakuM 0Opa3oM, reHepaTop IaMMbl MOXET OBbITh ONpPEJENICH C MOMOIIBIO CIEAYIOIIMX
COOTHOIIIEHNN KaK KOHEUHBIN aBTOMAT 0€3 BXO/a:

Si =02 (Si-1), I = Ok(S;), (mpocToe raMMUpPOBaHUE),

WIM KaKk KOHEYHBIM aBTOMAT CO BXOJOM, €CJIH BbIpaOaThIBAEMbIH OJIOK TaMMBI 3aBUCUT OT
MPEANIeCTBYIONMETo OJ10Ka MUGPTEKCTa U/ WA OTKPBITOTO TEKCTa:

S; = (S; 1,T;:1,T; ), I;= Ok(S;), (rammupoBanue ¢ 00paTHOM CBA3BIO).

[IepBoe M3 ABYX COOTHOILIECHHI ONPENENSeT MPABUIO U3MEHEHHUS] COCTOSIHUM, BTOPOE — MPABUIIO
BBIPAOOTKH BBIXOJHOTO JJIEMEHTa, TO €CTh JJIEMEHTa TaMMbl. SIcHO, uTO AJs oOecredyeHus
CEeKpeTHOCTH wmudpa 06a 3TH MpaBuia JTOJKHBI WIM CaMU ObITh CEKPETHBIMH, UM 3aBUCETh OT
3Ha4yeHus1 cekperHoro kimoda K.  [udpsl, mocTpoeHHBbIE MO JaHHOM cXeMme, Ha3bIBAIOTCS
MOTOKOBBIMHM, TaK Kak B HHUX HCIIOJIB3YeTCS IMOTOK TaMMbl, BbIpaOaThIBa€Mblii TE€HEPAaTOPOM.
3ammdpoBanue (pacmuppoBaHUe) OCYHIECTBISETCS IYTEM MPOCTOrO HAJIOKEHHUS 3JIEMEHTOB
raMmMbl Ha OJIOKH OTKPBITOTO (IIM(PPOBAHHOTO) TEKCTa C MOMOIIBIO COOTBETCTBYIOIIUX OMHAPHBIX

onepauuii: T =T;oI;, T;=T/*I;. B 3aBUCUMOCTH OT HCIIOJIb3YEMBIX OIEPAIMH HAJIOKCHUE
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raMMbl MOXET OCYIICCTBJISATHCA KaK TMOOUTOBO, TaK M OJokaMu WHOTO pa3zmepa. (OcCHOBHas
CIIO)KHOCTh TIPU peau3allii JaHHOTO TIOAXOJa 3aKIIYaeTcs B pPa3pabOTKe eHCTBUTEIBHO
Ka4€CTBEHHOT0 MCTOYHUKA KPUMTOCTOMKON raMMBI.

Bropoi#i moaxon k moCTpoeHHIO MHU(POB C CEKPETHBIM KIIOUYOM HE COJIEPKUT B cebe
HUKAKUX HaMEKOB Ha BO3MOXHBIE CIIOCOOBI €0 peanu3anuu. B ciemxyromem pasiene cTaTbu MbI
IIOIIbITACMCA HaH_IYHaTI: 9THU CHOCOGLI caMu.

4. ba3osas uaesi 0,104HOro muUppa.

OTnpaBHOM TOYKOM B pealu3allid pPAcCMaTPUBACMOTO TIOAXOJa SIBISICTCS — UIes
BBIPa0ATHIBATh TaMMY TS 3aITU(POBAHUS COOOIIEHHUS ... U3 caMoro cooOmieHus! OaHaKo caenarTh
3TO HEMOCPEACTBEHHO HEBO3MOXKHO, TaK KaK IPH 3TOM BO3HUKAIOT TPYJHOCTHU C paciiupoOBaHUEM:
yCcTh TaMMa BbIpabareiBaeTcs u3 mmgpyemoro Oioka corsacHo ypasHenuto I =f(T), toe f —
Hekotopas ¢yHkiusa. [Ipu 3ToM ypaBHeHHME 3ammdpoBaHUus OyAET UMETh CIACAYIOIIMA BH:
T'=Ex(T)=ToI'=Te°f(T). HOnsa pacumdpoBaHus COOOIIECHHUs €ro MOoJIy4aTelb AOHKCH PEIIUTh
aT0 ypaBHeHue oTHocuTenbHO T: Tof(T)=T'. Ecam dbyHkuus f CcIoKHA U HEIUHEWHA, YTO

Tpedyercs s oOecredeHus] MOCTAaTOYHOM CTOMKOCTH Imdpa, JaHHAS 3a7ada MPaAKTHYCCKU
Hepazpemuma.

Tem He MeHee, IpH pa3pabOTKe HOBOM KpUNTOTrpaduuecKord CXEeMbl HAM HE XOTEJIOCh OBl
OTKa3bIBAThCS OT paHEEe UCIOIB30BAHHBIX U XOPOIIO 3aPEKOMEHIOBABIINX CEOs PEIICHUH, K YUCITY
KOTOPBIX OTHOCHUTCSI HaJIO)KEHHWE raMMBbl Ha JaHHbIe I UX mudpoBanus. Kak ke BBIATH U3 TOTO
3aTPyJHUTEILHOTO TIOJIOKEHUS, B KOTOPOM MBI OKa3zanuch? llombiTaeMcsi pemuTh XOTs Obl 4acTh
poOJIeMBI, 711 4eTo MpeacTaBuM mudpyembiid 010k gaHHeix T pasmepa |T|=N B BuUIE mapbl
omokoB menbliiero pasmepa: T=(T,,T)), |T)|=N,, |T\|=N,, N,+N, =N, toe T, Oyner
0003HauaTh Mimaamyro, a 7, — crtapiryio 4actb MaccuBa 1. BpmosiHEM 3amm@poBaHue CTapIIero
6J10Ka C TOMOIIBIO MIIQJIIIETO, UCIIONB3YS IPU STOM HEKOTOPYIO (QYHKIHIO f, 0TOOpaxkarouyto N,-

13 2

UTOBBIM OJIOK NaHHBIX HAa [V,-OMTOBBIA, U 0OpaTUM UHApHYIO OMEpaInio Ha Ny
0 0 Ny-6 , 0 0 ° N,

OuToBBIMU O70KaMu AaHHBIX. llomydeHHoe mmdpyromee npeodpasoBaHue 0003HauUUM yepe3 /.
YpaBHeHHEe 3TOTO TpeoOpa3zoBaHus OyIeT CIACTYIOIMINM:

I7(T)=I7(T,.T) = (T, Ty° f(T,)).
s 1'} JIETKO MOCTPOUTH 00paTHOE, UM paciIugpoBbIBatoliee mpeoOpa3oBaHue 1'}

I7(T)=TI; (T, T\) = (T, T, * f(T)).

73 1) g9
[ ]

JleficTBUTENHHO, €CII OMHAPHBIC ONepauu “°” u B3aUMHO OOpaTHBIE, KAaKOB ObI HU OBLT /V-

ourtoBslii 010k nanueix 7= (T,,T)), Bceraa crpaBeJIMBO CIEAYIOIIEe PABCHCTBO:
I (I3 (1) = 17 (I3 (To. 1) = I7 (L0, Ty f(T) = (T Ty f(T0)) * f(T0) = (To, T) = T

ScHo, yTO Ha3HaueHue PpyHKUIUU f 3aKIIOYaeTcsl B TOM, YTOOBI MAaCKUPOBATh 3aBUCUMOCTb MEXY
6mokom 7T, u rammoii it mudpoBanus 6noka 7, KoTopas U3 Hero BelpabaTbiBaeTcs. [l 3TOro
byHKIMS f 10KHA OBITH CEKPETHBIM 3JIEMEHTOM Halllero MHuQpa — MbI IOKa 3aKpOeM TIjia3a Ha 3TO
Hapymenue npunuuna Kupxroga. OTmeTuM oueHb BaKHBIN (pakT: Halia cxema paboTOCIIOCOOHA
npu 060N GyHKIMKM f, Tocie pacmu@poBaHUs MBI BCEr/a IMOJTYYUM TE K€ cCaMble JTaHHBIE,
KOTOpBIE OBLIH Mepes 3anupoOBaHUEM.

[Ipexxne yeM mepedTH K H3YYECHHMIO JalbHEHIIEro marepuaia, YATaTeNsiM, HE OYEHb
CHJIbHBIM B MaTEMAaTUKE, CTOUT MO3HAKOMHUTHCA C HEKOTOPHIMH MAaTeMaTHYECKHUMH MOHATHAMH, a
MMEHHO, C TIOHSATHEM KOMIIO3UIIMU OTOOpakeHUH M mpeoOpasoBaHuid. Te ke, KTO BiIaeeT dTHM
MaTepHaJioM B JOCTaTOYHOW CTENEHH, MOTYT HE YHTaTh CJleaylolue ad3albl, HareyaTaHHbIC
MEJIKUM MIPUPTOM.
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Bce paccmartprBaeMbie B IaHHOW YaCTH CTATHH IIPEOOPA30BaHUS SBISIOTCS OIEPATOPAMH B MHOKECTBE

OJIOKOB JIaHHBIX, TO €CTh (DYHKUUSIMH, NPHUHUMAIOIIMMM B KAyeCTBE apryMeHTa W BBHIJAIONIMMU B KAyeCTBE

pesynbrara OJOKH JaHHBIX.

1. HasoBem kommosuiueii npeodpasoBanuii A u B Takoe npeobpazoBanne C=AB, 4ro KakoB Obl HU OBLI
onok naunbix T, Bcerma Beinonnsercs pasenctBo C(T)=B(A(T)). Takum o6pasoM, 10 ONpPENETEHUIO
kommnosuunu AB(T) = B(A(T)).

2. Jlys KOMIIO3WIMH TIPeoOpa3oBaHNil CIpaBeINB aCCOIMATUBHBIN 3aKOH, TO €CTh JJIS JIFOOBIX TIpeoOpa3oBaHUit
A, B, C cnpasemymuso toxuectso: A(BC)=(AB)C. [eiicTBurenbHo, KakuM Obl HH ObLT ONOK NaHHBIX T,
CIIPABEJIUBO CIIEAYIOIIEE PABEHCTBO:

(ABO)T)=BCA(T)) = C(B(A(T))) = C(AB(T)) = (AB)C)(T).
ITosToMy B BBIP@KCHHH [UISi KOMIIO3MIMH TpeX U Ooliee mpeoOpa3oBaHWii CKOOKH — W3JIHIIHU:
A(BC)=(AB)C=ABC.

3. Cpenu Bcex mpeoOpa3oBaHUM CYIIECTBYET OJHO 0c000€, Ha3pIBAEMOE TOXKIECTBEHHBIM M 0003HaYaeMoe HaMH
gyepe3s I. OTIMUUTENBHON OCOOEHHOCTBIO JAHHOTO MPeoOpa3’OBaHus ABJSETCA TO, YTO OHO OCTABISET CBOM
apryMeHT HEM3MEHHBIM: KakoB Obl HU Obu1 010K nanubix 7, Beerna cnpasenauso I(7T)=T. OueBumHo, uTo
KOMIIO3UIIUsE IF000ro npeobpasoBanus A ¢ TOXKIECTBEHHBIM J[@ET B PE3yJbTaTe 9TO e mpeodpasoBanue A:
IA=AI=A. [leiictBuTenbHO, s TH060T0 ONOKAa MaHHBIX 1 CHpaBeUIMBHI CIEIAYIONIME DPABEHCTBA:
AIT)=IA(T))=A(T) v IA(T)=AI(T))=A(T).

4. TIpeobpasosanne B HasbiBaeTcs 00paTHBIM K TpeobpasoBaHuid A, €CoM HMX KOMIIO3HIMS SBJIAETCS
TOX/IECTBEHHBIM IPEOOPa30BAHUEM, TO €CTh €CIU BBINONHSETCs ycnoBue AB =1 wnn jist Ipou3BOIBHOTO
onoka manueix I cnpasemmuBo pasenctBo B(A(T))=T. TipeoGpasosanue A Has3bIBaeTCs 00PaTHMBIM,
€CIIM CYIIECTBYET 0OpaTHOE K HeMy mpeobpasoanue, obo3nauaemoe A1 AA™' =1.

C WBJIOXEHHOM TOJBKO YTO TOYKM 3peHHUs mudpyromiee npeodpa3oBaHue TODKHO OBITh
00paTHMBIM, TO €CTh JOJKHO BBINONHATBCA CBOiicTBO [y =1. Cnexyer OTMETHTh, YTO JaHHOE
CBOMCTBO BBITIOJHAETCS BCETAa, Kakylo Obl PYHKIIMIO f MBI HE MCIOJb30BAIM B HaIIeM Ipeolpa-

‘607’ ‘6.7’

30BaHUM, €CJIH TOJIBKO 6I/IHapHLIC oncpannuun u SABJIAOTCA B3aUMHO 06paTHLIMI/I.

Tenepp BCOOMHHUM NpO TO, YTO MPEAJIOKEHHAs HAMU CXEMa pELIWIa JIUIIb MOJOBUHY
npobaembl, Tak Kak miaamas yacte 1, Omoka T ocranachk HesamudpoBaHHoi. Ho sta mpobiema
MMEeT OYEBUIHOE PEIICHHE: Ha CICAYIONEM Iare Heooxoaumo 3ammudposars yactb T, Onoka T,
HCIIOJIB3YS DJIEMEHT TaMMBbI, BBIpAOOTaHHBIA W3 yacTh 7| C WCIOIh30BAaHHUEM HEKOTOPOH APYyroi
byHkuum g, otobpaxaromeid [Ny-OuToBbIe OJOKM MaHHBIX Ha [V;-OuToBble. Temepb 00e dacTw
UCXOQHOTO OJoKa OKaxyTcs 3amm@poBaHHBIMH. [lo psay NOpUYMH, OAHAKO, MPHUHSTO, YTO
mudpyemas Ha KaKIOM TaKOM IlIare U UCIoJIb3yeMas JIJIsl BHIpaOOTKM raMMbl YaCTH HaXOJsATCS Ha
(UKCUPOBAHHBIX TMO3UIUAX BHYTPH OJOKa — TPaaWIvs MPEINUCHIBACT BBIPAOATHIBATH raMMy H3
MJIAIICH YacTH U HAKJIaJbIBaTh €€ Ha cTapmyto. [lo kpaliHelt mepe, €10 0OCTOUT UMEHHO TaK B
I'OCTe, DESe, u Bcex apyrux mudpax, TOCTPOCHHBIX IO UX 00pa3y u mojgo0uto. s Toro, 4ToObI
o0ecrieunTh YKa3aHHOE CBOMICTBO, MeXAy MIaraMd Mmu@poBaHUs HEOOXOAMMO BBIOJIHUTh
MePEeCTaHOBKY YacTeil 0J0Ka, MOMEIIAOIYI0 COOTBETCTBYIOIINE YaCTH Ha HAJICKAIINE MECTa.

[To cooOpakeHHsIM OOECTICYCHHUSI MaKCUMaJIbHOM KPUIITOCTOMKOCTH U 3()PEKTUBHOCTHU
peanu3anuy mudpa 1enecoodpasHo B3ATh pa3Mepbl cTapiied u miaamend yacted mmdpyemoro
Onoka omuHaKOBBIMH:  Ny=N;=N/2. VMeHHO Takoe YCIOBHE BBIOpAIN PpPa3pabOTIUNKU
OOJBIIMHCTBA IH(PPOB pacCMATPUBAEMOW apXHUTEKTYpbl. B 3TOM cioydae MeXay IIaramu
aNropuTMa 4acTH mudpyeMoro 0J0Ka MpoCcTo MEHAIOTCS MecTaMu. OmHAKO CYIIECTBYIOT MHUMPHI,
HE MOAYMHSIONIUECS dTOMY MPaBUIY, O HUX OYyAET CKa3aHO HECKOJBbKO CJIOB HUXKE B HACTOSIICH
CTaTbe.

O6o3HaunM uyepe3 S omepanuio MEPeCcTaHOBKM CTapIleil M Milafiiell JyacTeid MaccuBa
unopmanuu: S(7T)=8(T,,T,)=(T,,T;). OdeBugHO, UTO omeparus S sBIAeTCI OOpATHOM IS
camoit cebs: S =8-8=1. JleiictButenbHO, misi mpousBojbHOTO Onoka nmaHubix 1T=(T7,,T))
CIPaBEIMBO PaBEHCTBO:

S*(T)=8*(To, T)) =S(S(To, T)))=S(T,,To)= (T, T))=T.



13

Torna Hama HOBas cxeMa mKU(POBaHUS MOKET ObITh MPEICTaBICHa KOMIIO3UIMEH 6ojiee MPOCThIX
11aroB:

=1} -SI;.
[Ipu sTOoM oOpaTHOe, Wi pacmH(ppPOBHIBAIOIICE MPEOOpPA30BAHNE MOXKET OBITh MPEICTABICHO
CJICAYIOIIMM COOTHOILICHUEM:

Tof=1Ig-S-1If.

JlelicTBUTENBHO, CIIPABEAJIMBO CIEAYIONIEE PAaBEHCTBO:

Iy I3 = (r°- S-I;) (I3 S ')=r°-s-r°-r'-s-r'= °-s-(r°- L)-SI; =I;STSI; =

=I;(SD)-SI; =I;-S-SI; =I; (§8) I} =I; - I'-I] =(I; ) I} = I} I =L

Onepanuy HajJoXEHUs ramMMmbl B Iarax qu)pOBaHI/I;I 670Ka, BOOOIE TOBOpS, MOTYT OBITH
Pa3IUYHBIMH, OHAKO 0COOOT0 CMBICIIAa B 3TOM BO BpeMs co3AaHusl U(GPOB HE BUEIIH.

Kak yxe oTmMeuanoch BbIII€, CYyHIECTBYIOT IN(PHI, B KOTOPHIX MH(PPyEeMblid OJ0K TaHHBIX
JIeNIUTCS. Ha JBE HE OJMHAKOBBIC MO pa3Mepy dacTu. Eciu 3jeMeHT raMMbl BbIpaOaThIBaeTCs U3
MJIaIe JacTu OJI0Ka, UMEIOIIel pasMep [V, W HAKIAJBIBAETCS Ha CTAPIIYIO YaCTh, UMEIONIYIO
pasmep NN, To cxema Oojiee YCTOMUYMBA K KPHUNTOAHAIU3Y KOT/a BBIMOJHAETCS yciaoBue N <N,.
[Tpu 3TOM MPOCTO MEHATH MECTaMH YacTH OJIOKa MEXAy IIaraMy IU(pPOBaHHS YK€ HE TOJTUTCH,
HEOOXOMMO TIOCJIe KaKI0W TaKoW MEPEeCTaHOBKH 3aHOBO pa30uBaTh OJIOK Ha dacTh. OOBIYHO B
TaKOW CUTYyallUd WCIONB3YIOT IUKINYECKH cIBUT (BpaimieHue) Omoka Ha NN, OUT BIEBO WIH
BIIPABO, a TIPH paciupoBaHUN MEXKIY IIaraMyd HEOOXOIUMO OYIET MOBEPHYTHh OJOK HAa TaKOE Ke
qyuca0 OUTOB B OOpaTHYIO CTOpOHY. B ykazaHHOM ciiydae BBIpaKEHHs JUIsl MPeoOpa3oBaHMA
3amm@poBaHus U paciudpoBaHus 010ka OyAyT CISTYIOMUMH:

L= I} R, T,

Ier=1I; Ry, I},

rae yepes R, u R, 0003HaYeHBI ONEpaTOphl BpalleHHs 0JOKA NAaHHBIX HA M OWUT BJIEBO M
BIIPaBO COOTBETCTBEHHO. [lOCKONBKY 3a OAMH miar anropurMa mudpyercst N, <N/2 6utoB 6i0Ka,
TO mis 3amudpoBaHus Bcero Os0ka moTpedyeTcs O6ojee AByX mIaroB. TodHOE 3HAYECHHE YHMCTIa
MHUHHUMAIILHO TPeOyeMBIX HIAroB B TakoM airoputme pasHo |N/N,l, rae yepes [x| o0Go3Hauen
pe3yNbTaT OKPYIJIEHUS YKCIia X 10 OJIMKalIlero nenoro B CTOpoHy yBenuueHusi. 13 coobpaxeHnus
MIPOCTOTHI peanu3anuy mudpa oObIYHO BEIOMpAIOT [V, Tak, 4ToObl pa3mep Onoka N AeIHics Ha
Hero 0e3 ocratka. Kak mpasuno, ecmu N=64, 1o 6epyr N,=16 nwimu N, =38.

Crnenyer OTMETUTH, YTO IIH(PPOB, MOCTPOSHHBIX MO TAKOMY MPUHIUITY, HAMHOT'O MEHBIIE
4yeM mudpoB, B KOTOPBIX OJIOK IEIUTCA HA JIBE OAMHAKOBBIE MO pa3Mmepy 4acTu. OOyCIOBIEHO 3TO
TE€M, YTO B HHMX 3a OJMH HIar MU@pyeTcss MEHbIIee KOJIMYECTBO OHMTOB, M, COOTBETCTBEHHO,
Tpebyercs Oospie maroB. [lo TakoMy MpuUHIMMY, HAIPUMEP, MOCTPOEH IMHUQP MO HAa3BaHUEM
“ambep”, co3maHHBIA B Heapax ojxHoro u3 MHorouucneHHbiIx HUM B cucreme ObiBiiero 8-ro
I'maBuoro VYmnpasnenus KI'b CCCP, u, mnoroBapuBarOT, [a)k€ MPETECHAOBABIIMA Ha MECTO
Poccuiickoro crannapra muppoBanus, s Hero NV, = 8.

5. IIudp npocroii 3ameHbI.

st Toro, yToOBl GiioYHast cxema HmHMQpoBaHUs Oblla yCTOWYHMBA K KPUITOAHAIU3Y, OHA
JOJDKHA 00J1a1aTh CBOMCTBaMH NMEPEMEIINBAaHNUS U PACCEHBAaHUs. DTO O3HAYAET, YTO KaXKIbIH OUT
MCXOJ/IHOTO TEKCTa JOJDKEH BIUATH HA BCE OUTHI MU(PPTEKCTA, MPUUEM XapaKTep STOr0 BIUSHUS HE
JOJDKEH OBITh MPOCIEKHMBAEM HH CTATHCTHUYECKH, HU ANTOPUTMHYECKH. OTO TpeOOBaHME BAKHO
UMEHHO [uId OJOYHBIX INU(QPOB MO CJIENyIOLEH MNpuYuHe: s packpbiThd Imudpa 1o
AITOPUTMUYECKON JMHUM KPUIITOAHAIUTHK MOXET TIONBITaThCSI B SIBHOM BHUJE BBIBECTH
COOTHOUICHUS, CBS3BIBAIOIINE BXOJBI M BBIXOABI airoputMma. Jlns moTtokoBoro mmdpa 3TO
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0ecI10JIe3H0, TOTOMY YTO 3TH COOTHOILIEHHUS EIUKOM ONPEEINAIOTCS 3JIeMEHTaMU FaMMBbl, KOTOpbIE
pasNUYHBl 7S pa3M4YHBIX OJIOKOB MIM(PPYEMBIX AaHHBIX. A BOT 4YTOOBl KpPHUNTOAHAIH3 HE
YBEHUAJICS YCIIEXOM I 0J109HOTO IHdpa, TpeOyeTcs, 4TOObI XapaKTep BIMSIHUS BXOAHBIX JAHHBIX
Ha BBIXOJHBIE OBLI JOCTaTOYHO CIOXHBIM JIi TOTO, YTOOBI €r0 MOYKHO OBUIO BBISBUTH ITyTEM
aHaJIM3a MacCHBOB BXOJHBIX M BBIXOJHBIX JAHHBIX. OJTO, B YACTHOCTH, MOJPa3yMeBaeT OTCYTCTBUE
CTaTUCTHYECKON 3aBHCHUMOCTH OMTOB BBIXOJHOTO OJIOKa OT OMTOB BXOJHOI'O, YTO O3HAYaeT Ha
MPaKTHUKE, YTO KaKUM ObI 00pa30oM MbI HU U3MEHUIIN OJIOK OTKPBITHIX JaHHBIX T, BCe OMTHI O0Ka
mmdpoBannbix AaHHBIX T'= Eg(T) c BeposSTHOCTbIO 1/2 HE3aBHCHMO JIPYT OT JApYyra U3MEHST
cBoe 3HaueHue. Ho mocTpoeHHast B mpeblayiieM pas3zelie cxema mudpoBaHus He 001aaeT TaKuM
cBoiicTBOM. /JleiicTBUTENbHO, MYyCTh 3amM@poBaHuio nojasepraercss Onok nanueix 1 = (T,,T)),
TOTJa B PE3Y/IbTATE MBI MTOJIYYHM:

T'=I7(T) = I;(To,T)) = (I3 T )(To, 1)) = (S-T)(I7 (To,T0) = (S T )(To, Ty o f(T0)) =
= I (S(T,, T, ° f(Ty))) = Io(T, © f(T0), To) = (T, ° f(T), Ty ° g (T, ° (1)) = (T0,T7)
PaccMOTpuM MITAJIIYIO YacTh 3amugpoBanHoro 6ioka manueix: Ty = Ty ° f(T). Herpyn-

HO 3aMETHTh, YTO 3aBUCUMOCTH OMTOB yactu T, Onoka T’ or OuroB yacTu 7T JOCTaTOYHO TPH-
BHUAJbHA M HE YJOBIETBOPSET BBHICKA3aHHBIM BhINIE TpeOOBaHUAM. [l03TOMY CKOHCTPYHpPOBAaHHOE
HaMH KpUNTONpeoOpa3oBaHHe 1};,=1'}°-S -Ij; HEIOCTaTOYHO CIJIOKHO IS TOT'O, YTOOBI MOKHO
OblI0 0€3 HATSHKEK Ha3BaTh ero kpunrorpadudyeckuM. Ho O0HO MokeT OBITh BeCchbMa MPOCTHIM
CrIocoO0M PacIpOCTPAHEHO Ha MPOM3BOJILHOE YHUCIIO IIATOB AM: IYCTh 33aMaHbl QYHKIUU fi,...,[n
OTOOpaKAIOIIMX Ha ce0s MHOXKECTBO [N/2-OMTOBBIX OJIOKOB JIAaHHBIX, M Tapa B3aUMHO OOpPAaTHBIX

6609’ 66.9’

OMHAPHBIX OMepanui u B OTOM XK€ CaMOM MHOXecTBe. Torma mudpyromee u

paciudpoBsIBaroIiee TPeoOpa3oBaHUs MOTYT OBITh ONPECIICHBI CICAYIOINUM 00pa3oM:

Iy, =1,-81I,-§..81T,
Ir; ,.=1I;-8..8I;-ST}.

WNuaykuueii Mo 4ucity OCHOBHBIX IIIATOB # MOKHO TOKa3aTh, YTO BTOPOE MpeoOpa3zoBaHue 0OpaTHO
MEPBOMY:

Iy ps T =1

UYroObl mocieAoBaTeNbHO peajn30BaTh B IIU(pPE MPUHLIUI TEpEMEIINBAHUA M pPacCeUBaHUS,
11eJIeco00pa3HO MPEICTaBUTh MM (pYyIolIee mpeodpa3oBaHre B BUJIE JOCTATOYHO OOJBIIOTO YMCia
(n) maroB KaxAbl U3 KOTOPBIX MPEICTaBISIET COOON peann3aluio OTHOCHUTEIBHO HECIOKHOTO
mmdppa. Tak, B Poccuiickom crangapre mudpoBaHUS YHUCIO TaKMX IIaroB paBHO 32, a B
aMEepUKaHCKOM — 16, HO caMH IMIark B HEM HECKOIIBKO CJOXHee. ECTh KpUIITOAITOPUTMBI
MOA00HON apXUTEKTYpPhl ¢ MEHBIIUM YUCIIOM maroB n, Hanpumep — FEAL [7], nns pa3nuasbIx
BapHaHTOB KOTOporo n =4 umu n = §.

“O” CC.”

Kak yxe orMmeuasnoch, BUJI OMHApHBIX ONEpaluii HAJOKEHUS T'aMMBbI u

CTOJIb Ba)K€H C TOYKHU 3PEHUS CTOMKOCTU IH(pa, MOITOMY, KaK MpaBuiio, OEpeTcs: caMblii MPOCTON
Ul IPaKTUYECKON pealin3alliy BapUaHT — ONIEPALUS HOOUM 08020 UCKAI0uaouwiezo uau “®”. Ito
MO3BOJISIET PeaTn30BaTh MPSIMYI0 U 00paTHYIO MPOIEAypy MpeoOpa3oBaHus OAHOTUITHBIM 00pa3oM,
OHU OYAYT OTIMYATHCS TOJBKO MOPSIKOM HCIOJIB30BaHUSA MHU(pyommx QyHKIUA fi,...,fn. s
0osiee MOJHOTO paccerBaHUs HHPOPMAIMHM HCXOAHBIX NAaHHBIX KPHUITONPEOOpa3OBaHHE MOKET
ObITh nomonHeHo HauvanbHOW (¥;) u koHeuHoit (¥;) mnepecTaHOBKaMH OUTOB WIH APYTUMHU
MIPOCTHIMU U OYEBUIAHBIM 00pa3oM oOpaTUMbIMH mpeoOpa3oBaHUsIMHU. B pesynbTare Mbl MOJIYYUM
cienyoomue mudpyromnme npeodpa3oBaHus:

Wb _—y.r®.§.1r°.8...8.1°.
Eyy =Y, I, ST -S..8S- 1, Y,

YOaYI — _1. @. . . . @. . ®. -1
Dy =Y I, -8..8-1T,-§S-1I,-Y,.

HE
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Kaxk 06brunO, uepes Y " 0603HavaeTCs obpatHoe k Y mpeoOpazoBanue. UToOBI COXpaHUTH OJIHO-
TUITHOCTh MPSMOT0 U 00paTHOTO KPHUMNTONPEOoOpa3oBaHMil, HEOOXOAMMO OOECIIEUUTh BBIMOJHEHUE
YCJIOBUI Y(f1 =Y, Yfl = ¥y, TO ecTb noAcTaHoBKU ¥, W Y| NOIDKHBI OBITh B3aUMHO OOPATHBIMU.
[Tonygyaem cnenyromue GOpMyIIbI A1 IPSMOTO U 0OpAaTHOTO KPUIITONPEOOPa30BAHUIA:

El, =Y-I7-SI7-S..8TF Y,

Jisborsku

Dy, .=Y-I,.S..ST;-S-I;/-Y"

[IpeoOpasoBanue ¢ AONMOTHHUTEIBHOIN INepecTaHOBKOH OWUTOB oOiamaer Oojee BBICOKOM
KPUIITOCTOMKOCTBIO TIO CPABHEHUIO C aHAJIIOTMYHBIM Npeol0pa3oBaHreM 0e3 MepecTaHOBKHU TOJBKO B
TOM CiIy4ae, KOrJa OHa SBJSIETCSI CEKPETHBIM 3JeMeHTOM mudpa. J[eHCTBUTENBHO, €Ciu 3TO HE
Tak, TO TEpPBbIM JCHCTBHEM KpUIITOAHATUTHKA OyJIeT IOABEPrHYTh BCE MMEIOIIEecs B €ro
pacnopspKeHHH OJIOKHM JTAaHHBIX, KaK OTKPBITBIC, TaK U 3alIu(pOBaHHBIC, ITOW NepecTaHOBKe Y, u
TaKuM 00pa30M CBECTH MCXOIHYIO 3a/1auy K 3ajade packpeiTus mudpa 6e3 nepecranoBku. C 3Toi
TOYKH 3pEHHS HavalbHAsi U KOHEYHas OMTOBBLIC MepecTaHoBKU B anroputme DES sBnstorcs He
OoJee, YeM yKpallleHUsIMU U HE OKa3bIBAIOT 3aMETHOT'O BIMSIHUSI HA €0 KPUITOCTOMKOCTb.

Teneps BcmoMHMM Tpo HapymieHue npunnuna Kupxroda, 3akmoyaronierocs B
UCIOJIb30BAHUU B KAUE€CTBE CEKPETHBIX 31eMEHTOB (GyHKuuN mudposanus f;. [ns Toro, yToOsl
HAaIll aNTOPUTM MUGPOBAHUS €T0 HE HAPYIIAJ, CJIETKa U3MEHUM CXEMY HCIOJIb30BaHUS PYHKIMHA f;
— crmenmaeM uXx 3aBucsAMMU OT cekpetHoro kmoua K: fi(T)=fi(T,K), tne f; —m3BecTHas
(oTkpbiTast) QyHkius, a K — cexperHsiil aneMeHT mudpa (kirod). Kak npasuiio, Bce GpyHKIMU f;
OJIMHAKOBBIM 00pa3oM HCIOJIB3YIOT TpeoOpa3yeMblii OJIOK JaHHbIX 7T W Pa3aMvaroTCs JIHIIb
cxeMmoil ucnonb3oBanus kioda K, to ecte moxkno 3anucars: fi(T.K) =f(T,pi(K)) = f(T.K;), tne
yepe3 K; = ¢;(K) Mbl 0003HaUMIU KO, BhIpaOaThiBaeMbIil U3 Kiitoua K ¥ MCIONB3yeMbli HA i-OM
mare mudpoBaHus, KOTOPBIA MBI HA30BEM JIJIs1 KPATKOCTH “‘IIIArOBBIM KJIIOUOM.

Ham octanock 00cynuTh MOCHEIHIOW AETanb B MOCTpoeHUH OnouHoro mudpa. o cux
op MBI HE TpeOoBaIM, 4TOOBI pazMep mmdpyeMoro 6ioka 7 ObUT TOCTOSHHBIM, OJHAKO TETEPh
HaM TPUIETCS 3TO CIIENATh MO CASAYIONINM MPUIHHAM:

e MHorue 3J1€MEHTHI qu)pa, TaKHEC, KaK MCPCCTAaHOBKHU OUTOB U (byHKI_II/II/I 3aMeHbI OMTOBBIX Tpymi B MacCUBE
JIAaHHBIX MTPEATOJIararoT, 4To Npeodpa3yeMblii 0JIOK nMeeT (UKCHPOBAaHHBII pasmMep. XOTs B IPUHIUIIE MOXKHO
3aaBaTb MPABUJIO IMOCTPOCHUA TAKUX DJJICMCHTOB IJid 0JI0KOB IMMPOU3BOJIBHOTO pasMepa, NPUMCHATL 3TO
NIPaBUJIO HA IIPaKTHKE OBIJIO OBl Ype3BbIYAHO HEYTOOHO.

e FEcimu Obl OBUIO BO3MOYKHO MMPOU3BOJIBHO YBCJINYUBATH PaA3MEpP Hm(bpyeMoro 6.]'101(2[, 9TO MPUBEIIO OBl K
CHUTyaIluH, Kor/ia 0JI0K JaHHBIX OOJIBIIOTO pazMepa mmdpyercs 3a OAWH MPOXOa Ha KITF0UYe Topa3zio MEHbBIIETO
pasmepa, U Takasi cxema CTAaHOBUTCSI MEHEe YCTOMUMBOM K TOMBITKAM aJITOPUTMHUYECKOTO KPUIITOAHATIN3A.

B cuny yka3zaHHBIX NPUYMH MHU(PPOBAHUIO O PACCMOTPEHHOM HaMU CXeMe JOJKHBI
MOJIBEPraThCs TOJIBKO OJIOKM JAaHHBIX (PUKCHPOBAHHOTO pa3Mepa, MMEHHO MOATOMY JaHHBINA (P
Ha3zbiBaeTcs OouHbIM. [Ipu HeoOxomumocTu coobmenne 7 pa3duBaeTCs Ha HECKOJIBKO OJIOKOB
OJIMHAKOBOTO pa3Mepa, KOTOpbie MU(PYIOTCS HE3aBUCUMO JAPYT OT JApyTa:

T= (T15T29"'9Tn)3 T'= (TII:TZI:---:Tn') = (EK(Tl)aEK(T2)9~~-9EK(Tn))-

[To aTO¥ MpHYMHE AaHHYIO cCXeMy MH(pOBaHMs HA3BIBAIOT MMUGPOM IMPOCTON 3aMEHBI, TaK KaK B
KOHEYHOM HTOT€ OHAa CBOAWTCS K 3aMEHE OJIHMX 3HAueHUW ONOKOB NaHHBIX Ha Apyrue. [lus
MIOCTPOCHHOT'O HAMU aJrOpUTMa IIH(POBaHUS, OUYEBUIHO, CYIIECTBYET IpobiieMa, eciau pa3Mmep
mudpyeMoro TekcTa He KpaTeH pasmepy OJ0Ka KpUNTOAITOPUTMA. OTOT, U PAJ APYTrHUX BOIPOCOB
OyayT OOCYKJIEHBI B CIICIYIOIIEM pa3/elie.

Pasmep OnokoB mmdpoBanus omnpenensercs pa3padoTyukoM Mmudpa U3 yCIOBUA
JOCTHKEHUST HeOOXOAMMOM KpUNTOCTOMKOCTU. BpIOOp HerocTaToOYHOro pazMepa OJ0KOB ceiaeT
BO3MOXHBIM KPHUNTOAHAIN3 HAa OCHOBE CTAaTUCTUYECKUX 3aKOHOMepHOcTel. C Ipyrol CTOpPOHHI,
HEOIpaBJaHHOE YBEJIIMYEHUE pa3zMmepa Ojoka cruenaer WU(p TPOMO3IAKUM U HEYAOOHBIM IS
MIPUMEHEHHUs], TIOFTOMY B JaHHOM BONpOCEe HE0OXOJIMMO MCKaTh KOMIpoMmHcc. B mopasisromem
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OOJIBIITMHCTBE M3BECTHBIX aBTOPY MIM(PPOB paccMaTpPUBAEMON apXHUTEKTYpPhl UCIOJIB3YETCS pa3Mep
0710Ka, paBHBINA 64 OuTaMm.

B 3aknrodeHue moJBeAeM HEKOTOPbIM WTOT HAMX W3bICKaHwii: s ompexneneHus
6moyHOrOo mHKppa HeoOXOAUMO 33aaTh CIEAYIOLIEE:

1. unciIOBBIE TApAMETPHI AITOPUTMA!

pasmep mmbpyemoro 6noka ganusix |T|=NV;
pasmep kimoua |[K|= Ng;

. pasmep “marosoro” kioua |K;| = Ng;

. YHUCIIO MAroB MudpoBaHus (payHnoB) M;

2. ¢dynkuuo mudpoBaHus f, MPUHUMAIONIYI0O B Ka4eCTBE apryMEHTa M BO3BPAIIAIOIIYIO B
KadecTBe 3HaueHus [V/2-OuToBbie 0J10KU MaHHBIX. DYHKIUS MHUQPPOBAHKS 3aBUCUT TAK)KE OT
Ng-OUTOBOTO CEKPETHOTrO OJI0KA JAHHBIX — “IIar0BOro” KIIK0Ya;

3. Habopa pynkumii @;, 1 <i<mn pang BbIpaOOTKH “IIAroBbIX’ Kitouell K; U3 HUCXOIHOIO
kitoua mudposanus K: K; = @;(K);

4. nmepectaHoBKH OMTOB Y B /N-OMTOBOM OJIOKE TaHHBIX;

3ammdpoBbiBaioliee U pacmudpoBbIBaroIee KpUNTorpaguueckiue npeoodpa3oBaHus CTPOSTCS Kak
KOMITO3UIIMHU OMKMCAHHBIX BBIIIE MPOCTHIX 11aroB /;,S,Y:

Ei=Y LSS ..8STY"
Di=Y 1,8 . S LS Y

3necy I; u § 0003HAYAIOT COOTBETCTBEHHO AT MMQPYIOMIETo IPeoOpa3oBaHus U MEPECTAHOBKY
cTapIueil 1 Miajei MoJIoBUH MWUpyeMoro Ooka:

Ii(T) = Ii(T,,T\) = (To, T, ® f(To,K;)) = (T5, 1)) = T,

S(T)=S(T,,T)) = (T,,T,).

Kak Obul0 OTMEYEeHO BBINIE, JaHHAS CXeMa MOXKET ObITh 000O0IIeHa Ha CiIy4ail pa3JeieHus
mudpyemoro 010ka faHHBIX 7 Ha JBa HEOJUWHAKOBBIX IO pazMepy noxaodnoka. Kpome toro, moryr
ObITh 00ABICHBI JIOTIOTHHUTEIbHBIC MpeoOpa3oBaHUs JaHHBIX B Hayale, KOHIE, WIW Ha
MIPOMEXYTOUHBIX JTalax KPUNTONPeoOpa3oBaHUs, M TakkKe BMECTO (YHKUUU HOOUM 06020
UCKII0Yaouje20 uiu MOKHO HCIIOJIb30BaTh KaKyIO-JIH0O0 APYTYIO IS HAIOKEHUS TaMMBbI Ha 9acTH
muppyemoro 6moka. [udp, KOTOPBIA MBI ¢ BAMH TOJBKO YTO MOCTPOMIIM, HA3bIBACTCS MIU(POM
MPOCTOM 3aMEHbI, TaK KaK MO CYTH €ro JCHCTBHE 3aKII0YAETCs B TOM, YTO HIH(pyeMbie OJIOKH
JAHHBIX 3aMEHSIOTCS Ha OJIOKK MUGPTEKCTa HE3aBUCUMO OT JPYTUX OJIOKOB.

6. Poccuiickuii cranaapT mugpoBaHus.

Hacrano Bpemsi paccka3zarb o0 anroputMe mmmdpoBaHus, sBIsIONEMcs Poccuiickum
cTanfgapToM. IJToT ctaHaapT umeer obo3nauenne ['OCT 28147-89 u3 KkoTOporo sBCTBYET, YTO OH
ObL1 ipuHAT B 1989 Tony. Ero ocHOBY COCTaBISIOT MpOIEAYpHI 3audpoBaHus U pacuiu@poBaHus
[0 aJrOPUTMY MPOCTOH 3aMeHbl 64-OMTOBBIX OJIOKOB JaHHBIX, U YK€ C UX HCIOJIb30BaHHEM
CTpOSITCSL IpYrHe alropuTMbl HIM(PpPOBaHUS — KaK 3TO CJHeNaTh, OOCYXAAE€TCAd B CIEIYIOIINUX
pasnenax. B nHacrosmien cratee paccMaTpuBaercs Tosbko kpunroanroputm I'OCT 28147-89 [6],
OTIMCaHUE HEKOTOPBIX JIPYrux IMMQPPOB ¢ MOAOOHON apXUTEKTYpOM MOXKHO HAWTH B JMTEpPAType
[2,7,8], moaToMy aBTOp pelIni HE ocTaHaBiauBaThCcs Ha HuX. Ceituac Mbl paccMoTpuM ['OCT 1o
HaMEUYEHHOM BBIILIE CXEME:!

1. ompenenuM YHCIIOBBIE XapaKTEPUCTUKH aIrOPUTMA:
e pasmep mmppyemoro 6ioka pasen 64 Guram: |T| = 64;
e pasmep Kmroda papen 256 Guram |K| = 256;
®  Ha Ka)KOM IIare ajrOPUTMa HCTIOb3yeTcst 32-0MTOBBIM KiroueBoi dnemenT: |K;| = 32;



17

®  YKCJIO OBTOPEHHUI OCHOBHOTO Iara (4ucio payHiaoB) n = 32;

2. ¢yHKIUA mupoBaHUS ONIPEACIISACTCS CASAYIOIIMM 00pa3oM:

® UCXOJHBIMH NAHHBIMU Ui (YHKUMA IHQPPOBAHMS SBIAIOTCA  32-OUTOBBIE 3JI€MEHT HaHHBIX 1 |
“maroBeiii” kmou Kj;

o 0ok mannbeix 1 u “maroseit” kmou K; ckimampBaroTcs Mo MOIyIO 232§ = (T+K) mod232;

® TIOMyYEHHBIH 32-OMTOBBIM OJOK NaHHBIX MHTEPIPETHPYETCS KAK MACCHB M3 BOCBMH 4-OWUTOBBIX TPYIII
S =(S5.,5>,....,8%), |Si| =4, n B Ka)m0} IpymIEe BHIMONHACTCS MOACTAHOBKA C TIOMOMIBI0 COOTBETCTBYIOMIETO
y31a 3aMeH: §; = his. B pesynbTate Mbl OTyqaeM CIIEyIONIHiT GITOK TAHHBIX:

S'=(S51.55,....8) = (hl,sl,hz,sza---,hs,sg);

® pe3yJbTaT MPEABAYINETO ara Bpamaercs Ha 11 6UToB BIEBO, TO €CTh B CTOPOHY CTAPIIUX Pa3psIOB: €CIIU
8" = bybso...b21b...bibo, 0 T'=R1\(S") = bsg...bbobs1bso... by

e TnonyueHHBIN Onok nauubix T’ sensercs snavennem Gpyuxuun mupposaunus: T' = f;(T,K);,

3. npu mudpoBaHUU UCIIOJIB3YETCS CIEAYIOIIas ceKkpeTHas (KitoueBas) HHGOpMAaIIHS:

o KJIIWY — 256-0MTOBBI MaccuB HWH(OpPMAIHH, CTPYKTYPHPOBAHHBIH B MAacCHB W3 BOCBMH 32-OMTOBBIX
3JIEMEHTOB, KOTOPbIE MBI INIPOHYMEPYEM B MOPAAKE MX WCIOJb30BaHUS B LHUKIE IIU(PPOBAHUS:
K= (kk,,...ks), |K|=256, |k;|=32;

e Ta0JMLA 3aMeH — HA0OP U3 BOCEMHM — I10 YKCITy OMTOBBIX IPYIII, HAa KOTOPbIE pa30uBaeTcs 32-6GUTOBBIH OJIOK
JaHHBIX TIPU BhYUCIEHUH (yHKiuu mudposanus — y3nos 3amen: H = (H\ ,H,,....H;). Kaxnwii ysen
3aMeH IIPEJCTABIIAET U3 cebs MOACTAHOBKY B 10-DJIEMEHTHOM MHOKECTBE BCEX BO3MOXKHBIX 3HAueHUH 4-
OUTOBBIX KOJOB, ¥ TaKMM OOpa3oM MOXKET ObITh NPEACTABIEH B BHIe MaccuBa u3 16  pasiauudbix  4-
ourosbix uncen: H; = (hio,h;y,....h;1s), |hij|=4, 0<h;;<15, min mobeix 1i,j,k(j # k), nomkso
BBINOJIHATECS ycnoBue h;j # hiy. Pasmep xaxmoro ysima samen pasen |H;| = 8-|h;;| = 64 Oura, a pazmep
Beel Tabmuusl 3amen |H| = 8-|H = 8- 64 =512 Our win 64 Gaiira;

4. ompenenuM MOPSAOK UCIOIB30BAHUS KITFOYA MPH MU(POBAHUH, TO €CTh 33aIuM (QYHKIHIO @;
BBIPa0OTKH “IIarOBOT0’” KJI0Ya U3 UCXoIHOro Kimoua mudpoBanus K: K; = @;(K). B xauectBe
“maroBbix” kimoueil K; B 'OCTe Gepytcs onpeneneHHble sneMentsl k; kmoua K: K; = k;.
OpnHako TakuX AJIEMEHTOB BCEro §, a MaroB B IUKIIE MHUQPOBaHUS 32, 3HAYUT, HEOOXOIUMO
3agath QyHKUMoO  7(i), oToOpaxkaromyr 32-3JJeMEHTHOE MHOXKECTBO IIAaroB B IIMKJIE
mu(ppoBaHUs B 8-3JIEMEHTHOE MHOXKECTBO dacTed kimtoda: Ki=rky;, 1<i<32, 1<n({)<8
3aganum 5Ty QYHKIUIO B TAaOJIUYHOM U (OPMYITHHOM BHJIC:

i 1 2345678901t [12]13]14]15]16
) | L2 ]34 56|78t [2]3]4]5]6]7]s8
i 17 [18 1192021 [22 2324257 26272829 [30[31[32
) |12 3456788765 [4a]3]2]1

i, 1<i<8;

i-8 9<i<l6;
i—-16, 17<i<24
33—-i, 25<i<32

(i) =

WupiMu  criioBamMu, B XOJe UUKIA 3alin@poBaHMsl JJIEMEHThl KIOYa HCIOJb3YIOTCS
IIOCJIEZI0BATENBHO APYT 3@ APYIOM, IIPH 3TOM KJIIOY “IpOCMaTpUBAETCs’ YEThIpE paza — NEPBbIC
TP B MNPSIMOM HAampaBiICHUM, YETBEPTbIH — B oOpaTHOM. YuTaTenu, XOpOILIO YCBOMBIIHE
MaTepuall MpenblIylIuX pa3fenoB, 0e3 Tpyxa cooOpassar, yTo B LHMKIE paclIu(pOBaHUS
AJIEMEHTHI KJII04a UCIIOJIb3YIOTCS B OOPATHOM IO OTHOILLIEHUIO K LIUKITY 3alIu(poBaHus MOPSIJIKE,
TO €CTh CHayaja KI0Y MMPOCMATPUBAETCS OJWH pa3 B MPSIMOM HAaIlpaBICHHM, 3aTEM TPH pas3a B
oOpaTHOM.
Tenepsr moroBopuM o Tabnuie 3ameH. OHa SBISETCS aHAJIOTOM OJIOKOB MOJICTAHOBKH (S-
boxes) amMepuKaHCKOro CTaHAapTa, HO, B OTJIMYUE OT MOCJEIHEro, He (PUKCUPOBAHA U SIBISICTCA
CEKPETHBIM 3JieMeHTOM Iudpa. Crenyer OTMETUTh, YTO AJITOPUTM MIKM(POBaHUS 0OpaTUM MpU
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J000M 3aIOJIHEHUH Y3JIOB 3aMEH, JaKe €CJIM OHM M He 3aJal0T MpaBUIIbHbIE MMOJACTAaHOBKU B 16-
3JIEMEHTHOM MHOKECTBE, TO €CTh COJAEPKAT MOBTOPSIOIIMECA JJIEMEHTBI 3aMeHbl: h;j= h;; 1pu
HEKOTOpbIX I,j,k(j# k). OpHako Takas 3aMeHa BeleT K rorepe MH(pOpMAIMH O 3aMEHSEMOM
3HAYEHUH, U, KaK CIEJICTBHUE, K CHUKEHHUIO KPUIITOCTOMKOCTH MK(pa, IO3TOMY BO3MOXHOCTH ATOTO
He npenycMarpusaercsa B [[OCTe.

OTMeTHM, YTO OCHOBHBIM CEKPETHBIM 3JIEMEHTOM POCCHMCKOro HH(pa SBISETCS KIIIOY.
ANTOPUTM JTOJDKEH OCTAaBAaThCS KPHUIITOCTOMKHUM JaXXe B CIy4yae PACKPHITHS TaOIUIBI 3aMEH, 4TO,
OJIHAKO, UMEET MECTO HE MPHU BCEX €€ BO3MOXKHBIX 3HaueHusX. CymiecTBOBaHUE “‘ClIa0bIx” TabJIUIL
3aMEH, TO €CTh TaOJIMII, MPU HCIOJB30BAHUU KOTOPBIX KPHUMNTOCTOWKOCTh MU(pa CYIIECTBEHHO
CHIDKAETCS, HE BBI3bIBAET COMHEHHUS — MPUMEPOM 3/IeCh MOXET CIYXKUTh TpUBUAJIbHas Tabiula,
IIPU UCIIOJIb30BAHUU KOTOPOM BCSAKOE 3HAYCHUE 3aMEHSIETCs Ha Hero ke camoro. OjHako B
HIMPOKUX Kpyrax CHEUAINCTOB — KpUNTOrpadoB IOMOMJIMHHO HEU3BECTHO, KaK MHOIO €CTh
MOMOOHBIX TaONMIl M CYIIECTBYET U KPUTEPHUH, MO3BOJSIONIMNA I KOHKPETHOW TaOIUIIBI
OJIHO3HAYHO OTPEENIUTh, BJSETCS JI OHa caboi nin Het. OueBUIHO, YTO €CIH TaKue KpUTepun
U CYILECTBYIOT, OHU TUIATEJILHO 3aCEKPEUCHbI, HUKAKKE JaHHBIE 110 ’TOMY BOIIPOCY, PABHO KakK U IO
BOIIPOCY KauecTBa KJII0Yel, He MyOIMKOBAIUCh B OTKPHITON NEYaTH.

Opnako 1emo ¢ BbIOOPOM KIIOYEBBIX JaHHBIX OOCTOMT HE TaK YK IUIOXO — C
BEPOSITHOCTHIO, HE3HAYUTENIPHO OTJIMYAIOMICHCS OT €IMHHULBI, CIydalHbIM 00pa3oM BbIOpaHHBIE
KIIIOUEBBIC JIaHHBIC HE MPHUBEAYT K KaTacTPOQUUSCKOMY CHIDKEHHUIO KPHUIITOCTOMKOCTH MHdpa, U
CTOMMOCTb €0 PACKPBITHS MO-NPEKHEMY OCTAHETCS! JOCTATOYHO BBHICOKOW M BPSJ JIM OKaKETCS 110
3y0aM KakoH-TMO0 KOMMEpPYECKOH CTPYKType, MyCTh Jake W oueHb KpymHoil. Hy a rocciyxOni
MPU HEOOXOJUMOCTH CMOTYT TOJYYUTh BCHO MHTEPECYIONIYI0 MX WH(OpMAIU0 W HEe mpuoderas K
nemudpoBanuto. [lo 3Toil mpuunHEe I OOBIYHOTO IOJH30BATENs, CTOMMOCThH 3alIMIIAEMOM
nH(pOpMaLIK KOTOPOTO HE MPEBBILIAET CYMMbI OPSIKAa HECKOJIBKUX COTEeH Thicsu fojutapoB CLLIA,
BIIOJIHE JIOCTATOYHO OyIeT XOpOIIEero CTAaTHUCTUYECKOTO0 KauyecTBa KIIOUEBOH uHMOpManuu,
3aKJIIOYAIOLIETrOCs B CIEIYIOIIEM:
® KJIIOY JOJDKCH OBITH MAaCCHBOM U3 256 HE3aBUCHMBIX OUTOB C PAaBHOBCPOATHBIMU 3HAYCHUSAMU,

o Ta6n1/1ua 3aMCH JOJIDKHa OBITE Ha60pOM U3 BOCbMHU HE3aBUCHUMBIX Y3JIOB, Ka)l([[blﬁ N3 KOTOPBIX SABJIACTCA
CIy4ailHO! MOJICTAHOBKOM B 16-3271eMEHTHOM MHOKECTBE;

B nmobGaBnenuu crieayer caenaTh ClEAyOIIee 3aMeuaHue: eclid (DYHKIMHU, BBIPaXaroline
OUTHI pe3ynbTaTa 3aMEHbl uepe3 OUTHI UCXOAHOI0O 0JIOKA MOJIYYaloTCsl JOCTATOYHO MPOCTHIMH, 3TO
Oynmer ocnabnsate  mudp. Tak, 0e300umHBIA HA TEpBBIA  B3MISAN  y3€d1  3aMeH
H;=(9,8,3,10,12,13,7,14,0,1,11,2,4,5,15,6) Ha camoMm jeie sBJISEeTCS CilIaObIM, TaK Kak
OCTaBJISIET BTOPOM U TPETUM OUTHI IPYyNIbl HEM3MEHHBIMHU, YTO CTAHOBUTCS OYEBUIHBIM, E€CIIH
3amucarhb ero B TabJIM4HOM hopMe ¢ TBOUYHBIMY 3HAYCHUSAMHU apryMEHTa U (PYHKIUH:

S 0000 0001 0010 0011 0100 0101 0110 0111
H(S) 1001 1000 0011 1010 1100 1101 0111 1110
S 1000 1001 1010 1011 1100 1101 1110 1111
H(S) 0000 0001 1011 0010 0100 0101 1111 0110

Kpome »srToro, Ttabnuia 3aMeH MOXET COJEpKaTh OOXOAHBICE NYTH APYTHMX THIIOB,
no3BoJIstoIIMe pacmudpoBaTh coodiienue oonee 3hdekTuBHBIM 00pa3oM, 4eM HOJIHBIM IepedopoM
10 BO3MOKHBIM 3HAYECHUSIM KIIF0Ya — HO 3TO YK€ TeMa He JUIS KYPHAJIBHON CTaThH.

7. HemocTtarku peskMMa MPOCTOM 3aMEHBI.

Hcnonb3oBanue 6g04HOro mudpa B pexxuMe NMpoCTON 3aMEHbl UMEET psiji HEIOCTAaTKOB,
OTPaXKAIOIIMXCSl HA CTOUKOCTH M yI00CTBE MCMOiIb30BaHus mudpa. IlepBoiii U camblii cepbe3HbII
HEIOCTaTOK IPOCTOM 3aMEHbl 3aKJIOYaeTcss B TOM, YTO B 3TOM pEXUME 3aln(poBaHHE
OJIMHAKOBBIX OJIOKOB MCXOJHOTO TEKCTa JIAeT B pPe3yjbTare MACHTHYHBIE OJOKH IU(PTEKCTa, YTO
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o0OJieryaer 3a7ady KpUITOAHAIUTHKA. J[eHCTBUTENBHO, HA OCHOBE TOJBHKO MIM(POBAHHBIX JAHHBIX
OH MOJKET CJIelaTh HEKOTOPBIC 3aKIIFOUEHHUsI O CBOMCTBaX MCXOAHOTO TEKCTa, YTO, KOHEUHO XKE, HE
SIBIISIETCS JOCTOMHCTBOM IU(PA.

[IpuBeneM TUNMUYHBIA MPUMEP: MYCTh 3alIM(PPOBAHUIO TMOABEpracTcs WHPOpPMAIUS Ha
ruOKOM MarHUTHOM JHcKe. Penko BcTpeuaercs cuTyanus, KOTJa JaHHBIC 3aHUMAIOT BECh JHCK,
KaK TPaBWJIO 3HAYMTEIbHAs €ro 4YacTh OCTAaeTCs CBOOOMHOW. YacTh TUCKEThI, HHUKOT/A HE
colepikaBIIas IMOJE3HOW HH(pOpManuu, OOBIYHO 3amojiHeHa (UKCHPOBAHHBIMU  KOJAMH,
3aMMCaHHBIMH Tyda T0pu (HOpPMATUPOBAHMM, W TPU €€ 3alUPPOBAHUU MBI IOIYIUM
¢buKcupoBaHHbIE OJIOKM MUQpTEKCTa. Toraa, aHaIM3UpPys TAHHYIO ITUCKETY, KPUITOAHAIUTHK
CMOXET OIpeNeTuTh C TOYHOCTBIO JO HECKOJbKHUX OalTOB pa3Mep MaccuBa MOJIE3HON
nHpOpMAIINH, COACPIKAIICHCs Ha HEH, 4TO B psiJie CIIydaeB, HAIpUMeEp, €ciid GopMaT U CoJepKaHue
COOOIIIEHUsI CBSI3aHBI C Pa3MEPOM COOTBETCTBYIOMIEro (aiiia, MOXKET OOJIeTYUTh eMy 3aaady
e poBaHusl.

MOXXHO TpPEeAoKUTh MOAU(PHUKAIUIO CXEMbl IMU(POBAHUS MO AITOPUTMY MPOCTON
3aMeHbI, YCTPAHSIONIYIO TaHHBIH HEIOCTATOK — JUISL 3TOTO Tepe 3amu(poBaHueM cOOOIIEHUS HAI0
BBHITIOJTHUTH €r0 PaHIOMU3AIMI0. JTO NEHCTBUE 3aKIFOYAETCS B TOM, YTO OJIOKH MCXOJHOTO TEKCTa
MOTUGUIMPYIOTCS HHIUBUAYAJIbHBIM 00pa3oM, HalpuMep, KOMOWHUPYIOTCS C JaHHBIMH,
BBIpa0aThIBAEMBIMH JATUYMKOM IceBaocaydaitHeix yucen (IICY) ¢ moMomibio HEKOTOpO OMHAPHOM
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orepanuu ““°©”’, UMeronie 0OpaTHyIO OMepaIrio
BBITNIOJTHATHCS COMJIACHO CIIEAYIOUIUM YPaBHEHUSIM:
T = E(T; ° I),

T,=Dk(T)) * I:.

rae I; — Onoku naHHBIX, BeIpabaThiBacMmbie aatuukoMm IICY. Kak yxe oTrmedanoch paHee, B
KAaueCTBE OIEpAIK HAJIOKEHUS/CHATUS TaMMbI Han0oJIee BCETro MOIXOIUT MPOLeypa HOOUNL08020
ucknrouarouwezo unu. llepuon nosropenus nocienosarensHoctu [ICY {77}, BbipabaThiBaeMbIX
JaTYUKOM, JIOJDKEH MPEBBIIIATh MAaKCHUMaJIbHO BO3MOKHOE YHCIIO OJIOKOB B COOOILIEHHUU.

OpHako JaHHBIA  MPOTOKOJN  HECOCTOSITENICH, €CIM  KPUNTOAHAIMTHK  oOjajgaer
BO3MOXXHOCTBIO aHajM3a Ha OCHOBE BBIOPAHHOTO OTKPBITOIO TEKCTa, TO €CTh €CIM OH MOXKET
MOJyYHThb JII000€ BHIOpAaHHOE MM OTKPHITOE COOOIICHHE 3alM(ppOBAaHHBIM Ha TOM e KJII0Ye U C
WCIIOIb30BAaHUEM TeX JK€ d3JieMeHTOB  [I;, uro u nemmdpyeMbiii TeKcT.  JleHCTBUTENIBHO,
NPENOI0KUM, YTO KPHUIITOAHAIUTHUK pacrojaraeT TakoW BO3MOXKHOCTBIO. Torja OH MOXKET
MOJIBEPTHYTh 3alIU(PpOBAHUIO MACCHUB, COCTOSIIIMNA W3 OJAHUX OJOKOB—3AMOJIHUTENEH U CPaBHUTH
MOJTyYCHHBIH Pe3ysIbTaT C aHAIU3UPYEMBIM IHU(PTEKCTOM:

U;=U, rne U — BeposTHBIN 0JI0K—3aIIOJIHUTEb,

Ui =Ex(U;° I).

Ecnu Bemmonusiercss yenosue Uj= T, sto osHauaer, uro 7T;= U, u Haim KpunrorpaduuecKuii
MIPOTOKOJI HE BBIMOJIHAET BO3JIOKEHHBIX Ha HETO 3aJay.

UroObl u30aBUTHCA OT YKAa3aHHOTO HENOCTaTKa, IPOTOKOJ IU(GPOBAHUS JOJKEH
00ecreunTh YHUKAJIbHOCTh IIOCJIEI0BATEIbHOCTA 3yieMeHTOB rammbl  I;.  Kak 3T0 MOXHO
ocymectButh?  Kak mpaBumiio, Bce amroputmbl BbipaboTku IICH umeroT HeKOTOpbIi Habop
YHCIIOBBIX apaMeTpoB, OJIHO3HAYHO orpeAensoIui MOJIy4aeMyIo BBIXOHYIO
nocieaoBarenbHoCcTh {/;}. OTO MO3BOJISET 00ECNEeYUTh €€ YHUKAIBbHOCTb [UIsl Pa3IM4HbIX
MPOIECCOB MU(PPOBAHUS OJHUM M3 CICAYIOIUX JBYX CIIOCOOOB!

66.9’

3ammndpoBanue u pacmmdpoBanue Oyaer

e cjenaTh YMCJIOBbIE MapaMeTphl anroputMa Bhipabotku IICU I cexpeTHBIMH. DTOT cOCO6 HeNb3s HA3BATH
XOPOIIKM, TaK KaK OH IPUBOAUT K BO3PACTaHUIO 0011ero o0beMa CeKpeTHO# Kilto4ueBoi HH(popMalnu, TO eCTb,
0 CBOECH CyTH, IPEIIoaraeT UCIoIb30BaHHUE JTOMOJHUTEIHHOTO AITOPUTMA IH(POBaAHHUS.

e 00ecneunTh YHUKAIBHOCTh MCIIONB3yeMOro Habopa YHCIIOBBIX MapaMeTPOB COOTBETCTBYIOLIMM MOCTPOCHHEM
mudpoBaTeNss. ITOT CHOCO0 TakkKe HEb3s CUYUTATHh MPUEMIIEMBIM, TaKk Kak IMQpoBaTellb B 3TOM ClIydae
JIOJDKEH COJIpKaTh HEKOTOPBIH OJIOK, O0eCleunBAIONIMN MONydYeHHE YHHKAJIbHOTO BEKTOPa HavdallbHBIX
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HapaMeTpoB Ans BhIpaboTku [;, 4TO YCIOXHHUT ero CTpyKTypy. Kpome Toro, B 3ToM ciyuae MpHAETCS
3aIpeTHTh MH(POBAHME TI0 ANTOPUTMY IPOCTOH 3aMEHBI 6e3 HCIONB30BAHHUA IEMEHTOB [1;, Tak Kak eciH
3TOTO HE C/ENaTh, KPUNTOAHATUTHK MOYKET BEITIONHUATH KOMOMHHPOBAHHE OTOKa—3aMOIHHUTENS C 3IeMEHTAMH
I} camocrosrensho, nomBepruys 3amudposanuio nocienosarensHocts 6okos {U;}, rne U;= U © I,

Kak Buaum, maHHBIA CHOCOO paHIOMM3ALMU HMCXOIHOTO COOOIEHHs caM 1o cebe
MOPOKIAeT OOJbIe MPOOJieM, YeM IMO3BOJSET PElINTh, U MOITOMY €r0 HCIOIh30BAaHUE, XOTS U
BO3MOJKHO B MIPUHITUIIC, HE TIOJYYUIIO CKOJIBKO-HUOY/h 3HAUUTEILHOTO pacnpocTpaHeHus. boiee
TOTO, B JaJdbHEHUIIEM MBI YBUIAUM, YTO MPU MHUGPOBAHUU O METOAY TaMMHUPOBAHHUS BO3HUKAIOT
CXOJTHBIE TIPOOJIEMBI.
Bropoii HegoCTaToOK, UMEIOLINI MECTO MPH HMCIOJIB30BaHUU OJIOUHOTO IIH(pa B peKUME
MPOCTON 3aMEHBI, 00YCIIOBJICH MPOOJIEMON HETMOJHBIX OJIOKOB, WIH “XBOCTOB”. Tak Kak B JaHHOM
peKUME  KPUIITOIPEOOpa30BAHUIO TOJBEPraloTCsl JIMIIb OJOKM (DUKCHPOBAHHOTO pa3Mepa,
BO3HUKAeT mpobiieMa, eciau pasMep HHppyeMoro cooOlleHHs He KpaTeH pa3Mmepy OJioka
ucnoib3yemMoro kpunroairoputMma. CyTh NPoOIEMBbI 3aKIIOYAETCS B TOM, YeM M KakK JOIMOJIHATH
“XBOCTBI” JI0 TTOJTHOPA3MEPHBIX OJIOKOB, YTOOBI ATO OBLJIO yIOOHO B MCIOJb30BAaHUU U HE CHIKAJIO
KpUNTOCTOMKOCTH mudpa. PaccMoTpuM BO3MOXKHBIE ITYTH PELLICHHUS JAHHOM MPOOJIEMBI:
® MOXKHO JIOTIONHHUTH “XBOCT’ ()MKCHPOBAHHBIMHU JTAHHBIMHU — HANPUMEP, HYISIMA. OTO, OJHAKO, CYIIECTBEHHO
CHHM3HUT KPHIITOCTOMKOCTh IMOCIEIAHEro OJIOKa, TaK KAk KPHUITOAHAIHMTHKY, oOnazatoimeMy uHbopmanuei o
croco0e MOTOMHEHHs “XBOCTa”, TOTPEOYETCS BBIMIOIHHUTH IMEepebOp MO MHOXKECTBY BO3MOKHBIX 3HAUCHHM
9TOro 0JI0Ka, rOpa3 0 MEHBIIEMY, Ye€M MOJHOE MPOCTPAHCTBO 3HAYCHUH OJIOKa.

® MOXXHO JOMNOJHATH “XBOCTHI” NaHHBIMH W3 TOJHBIX OJOKOB. B IlemoM 3TO HeEIUIoXoe pelieHHe, HO OHO HE
paboTaeT, €clId HEMOJHBIA OJOK — eIMHCTBEHHBIH, TO €CTh €CIH JJIMHA COOOIICHHUsS MEHbIIEe pa3Mepa Onoka
mmgpa. Kpome TOro, UCHONB3yst JAaHHBINA MOX0J], MBI PAHO HJIH IO3/HO CTOJKHEMCS C CUTyalue, Koraa [uis
JNOTIONHEHHsT  “XBOcTa” OyOyT HCIONB30BaHbl (PUKCHPOBAHHBIE YaCTH COOOLICHHs, O0OJagaroIue
HEIOCTATOYHOW HEOMPEAEeTCHHOCTIO JUIS KPUITOAHATUTHKA. Tak, Hanpumep, MHOTHE COOOIIECHHs
HAYUHAIOTCS € rpuda, KOTOPBIH MOKET IPUHUMATh BCETO JIBA — TPH BO3MOYKHBIX 3HAUEHHS, & PA3ITHYHBIX OpM
€ro 3allici B TEKCTOBOM BHAE MOXET ObITh MAaKCHMYM HECKOJbKO JECATKOB BapuaHtoB. Ecim s
JOTIOTHEHUST “XBOCTa” MCHOJB3YyeTCs] YacTh TAaKOro OJOKa, TO CKJIAIBIBACTCA CHUTYyalHs, IM0J00HAs
PaCCMOTPEHHOH B MPEABIAYIEM ITYHKTE — “XBOCT MOYKET CTaTh JISTKOW MOOBIUEH KPUITOAHAIUTHKA.

® [pUMEHEHHWE /ISl TOMOJHEHHS “XBOCTA” OTAENBHOrO MOCTOSIHHOTO CEKPETHOTO JEMEHTa He TOAXOAUT IO TOH
e caMOd MpUYMHE, YTO M TNEpBbIil CMOCOO — HCIOJIb30BAHUE JaHHOTO JJIEMEHTa IO YacTsSM [eNlaeT ero
VS3BUMBIM K KpHITOaHanu3dy. Takas cxemMa oOKa3blBaeTCs O€33alllMTHOW TIepesl aHaIW30M Ha OCHOBE
BBIOPAHHOTO OTKPBITOrO TekcTa. Kpome TOro, OaHHBIA Croco0 yBemudyuBaeT OOLIMHA 0OBEM CEKPETHOM
(xmmoueBoit) HHGOpPMANNH, YTO BECbMa HEXENIATEIbHO.

® [OXKaNyi, HAWIYYIIMHA BO3MOMHBIM CIMOCOO 3aKITIOYAETCS B TOM, YTOOBI KCIOJIB30BATH IS JOTIOJHEHUS
“XBOCTa” JaHHBIC C alIapaTHOTO NaTYWKA CIyYalHBIX YHCEN. 3/eCh HYXCH MAaTUYHK, BBIPAOATHIBAIOLIHIMA
JNCUCTBUTENIBHO CITyYaifHble 4YHCIIAa, HMEIOLIME BBICOKOE CTATHCTHYECKOe KadecTBO. [lo 3Toil mpuumHe
pasnuuHbie porpamMmHbie qatanku [1ICY 3meck He moaxomaT. B cuimy 3Toro 4acto Takoil crocod oka3bsIBaeTCs
HEMPHUEMIIEMBIM 110 3KOHOMHYECKAM COOOpPaKEHMSIM, TaK Kak TpeOyeT HaJIW4Ms Ha KaXJOM KOMIIbIOTEpe-
g poBaresiec BEChbMa JOPOrOCTOSIIIEeH anmapaTHOi KOMITOHEHTHI.

Kak mbl BuguM, BTOpas mpobiema mudpoBaHHUsS B PEKHUME MPOCTOM 3aMEHBI TAKXKE HE
nMeeT 3(h(PEKTUBHOTO W BMECTE€ C TEM SKOHOMHYHOTO pemieHus. Kpome Toro, srta mpoOiema
CO3JIaeT elle OJHY, YUCTO TEXHHUYECKYIO CIOXHOCTh — IOCIe 3alu(pOBaHUs B peXUME MPOCTON
3aMEHbl BCE pa3psbl IMOJYyYEHHOTO 0OJIOKa CTaHyT 3HayallldMH, a 3TO 3HAYUT, YTO BMECTE C
MHU(PPTEKCTOM HEOOXOJUMO Tereph XpaHUTh pa3Mep (4ucino OUTOB MM OalTOB) MOCIETHErO,
HEMNOoJIHOTO 0JI0Ka UCXOHOTO TEKCTa, YTO MPUBOAUT K U3MEHEHUIO €T0 pa3Mepa, a 3TO B HEKOTOPBIX
CITy4yasiX HEKeIaTelIbHO.

Tpernit HemocTaTok MmUMPOBAHUA B PEKHUME IMPOCTOM 3aMEHBI 3aKIIOYAeTCS B €ro
HEYCTOWYMBOCTH Tepes MoJIU(UKAIMe COOOLIeHHs, 3aKIIOYaloIelcss B MEepPecTaHOBKE OJIOKOB
mupprekcra. JleMcTBUTENBHO, €CIIM Mbl BHOCUM HM3MEHEHHUs B OJOK mmdpTercTa “Haodbym” TO
CKOopee Bcero mociie pacmudpoBaHUs OH OKAXKETCs ‘‘3alIOPUYCHHBIM”, TO €CTh €ro COACPKUMOE
Oyner OeccmbicieHHBbIM. [lpuunMHa 3TOro 3akioyaeTcss B TOM, YTO BCE €CTECTBEHHBIE U
MCKYCCTBEHHBIE S3BIKM HMMEIOT OTPOMHYIO HM30BITOYHOCTb, @ W3MEHEHHs, BHECEHHBIE B OJIOK
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mudpTekcTa ciay4dalHbIM, TO €CTh HENpeJICKa3yeMbIM Jjisi Hac oOpa3oM, BIUSIOT Ha
COOTBETCTBYIOILIME pAacHIM(PpPOBAHHBIC JAaHHBIE W BEPOSATHOCTh TOJIYYUTh MMEIOUIMHA CMBICI
pe3ynbTaT KpaitHe mana. [Ipyroe peno, eciau Mbl IPOCTO MEHSEM MECTaMH, yAalsieM WIH
nyonupyeM OJIOKH MH(PPOBAHHOTO COOOIICHHS. B 3TOM ciyyae MBI MOKEM MOJIYYUTh Pe3yibTar,
MMEIOLUI HEKOTOPBI CMBICH, U TaKO€ HapylleHUE IEJIOCTHOCTH JAHHBIX MOXET OKa3aTbes
HE3aMEUEHHBIM, €CJIM He MPUHATH CHEeLUANbHBIX Mep.

B cuny W3710KE€HHBIX BBIIIE COOOPAKEHHWM HCIIOIB30BaHKHE OJOYHOTO IHdpa B PEKUME
MIPOCTOM 3aMEHBI MOXKET OBITh PEKOMEHJIOBAHO TOJBKO UI IIU(PPOBaHUS HEOOIBLINX MO 00BEMY
MacCHBOB JIaHHBIX, pa3Mep KOTOpBIX KpaTeH pa3Mmepy OJoKa HCIOIb3YeMOro OJI0YHOIr0O
KPUNTOAITOPUTMA U KOTOPBIE HE COJEPIKAT MOBTOPSIIOIIUXCA OJ0KOB. DTOMY Habopy TpeOoBaHUMI
BIIOJTHE YJIOBJICTBOPSIOT JIMIIIb MAacCHBBI KIt04UeBOM wH(popmaruu. Mmenno mosromy DES nHe
pekomennyer, a Poccuiickuit crangapr ['OCT 28147-89 mnpsimo 3ampemiaeT HCHOJIb30BaTh
mUppoBaHUE B PeKUME MPOCTON 3aMEHBI JUIsl JaHHBIX, HE SBIISIOLINXCS KIIIOUEBbIMH.

8. I'amMupoBaHnmue.

[IpennoxenHass B MpeablAylIeM pasjiene npoueaypa mu@poBaHUs MO METOLY MPOCTOM
3aMEeHbl C UCHOJIBb30BAHUA JTATUMKA ICEBJOCTYyYaHBIX YMCENl MOXKET OBbITh CleTKa M3MEHEHa, YTo
OCBOOOJUT €€ OT psAJia HeIOCTATKOB. 3alIM(ppPOBaHUIO MO aJTOPUTMY MPOCTOI 3aMEHbI CIIEAYyeT
nojBeprath camu OJ0KH, BelpabaThiBaemble aatynkoM [1CY, u yxe MX MCHOJIb30BATh B KAaYECTBE

o “ g 2.

raMMbl, KOMOMHUPYEMOi1 ¢ 6JI0KaMU JaHHBIX C MOMOIIBIO OMHAPHBIX ONepanui U

T; =T;° Ex(I7) (3ammdpoBanue),
T,=T/ * Ex(I7) (pactmpoBanue),

rae Omoku rammbel I pasmepom |I7|=|T|=N BbIpabaTbBalOTCs C IOMOIIBIO JIaTUYHKA
MICEBOCTYYalHBIX YKCe, SBISIOLIETOCs, KaK IPaBUIIO, PEKYPPEHTHBIM aITOPUTMOM:
I, = y(I7), tne y —Hekotopas QyHKIHS, peaTru3dyemMas aJrOpUTMUICCKHU.

Kakue >xe TpeOGoBaHus HOMKHBI ObITh mpeabsBieHbl K I[IJATICY, 4robbl oOecrneuuTh
noctatroyHoe kauecTBo mudpa? Ilpexae Bcero oTMETUM, 4TO HE TpeOYeTCs HU KPUIITOCTONKOCTH,
HU XOPOIIHMX CTAaTHUCTUYECKUX IMapameTpoB IS BhIpabaThIBAeMOW MOCIEAOBATEIHHOCTH, TaK Kak
OHM 00ECIIeYMBAIOTCS B JAJIbHEHIIIEM 3amippoBaHUEM OJIOKOB 10 aITOPUTMY ITPOCTOM 3aMEHBI.

1. HeoG6xommumo, 9To0BI Meproa MOBTOPEHUS TeHepupyemoi nocieaoBarenbHoctu [ICH {77} Ob1n
JOCTaTOYHO OOJBIINM, Jy4YIlle — MaKCUMaJIbHO BO3MOXHBIM. [lo KpaiiHeil Mepe, OH JOJIKEH
MIPEBOCXOJIUTh HAauOOJIbIlIEe BO3MOXKHOE KOJUYECTBO OJIOKOB B MIM(PYEeMOM MACCHUBE JaHHBIX.
Ecnu ucxomuTh TOTBKO U3 3TOTO TpeOoBaHMs, HanOoJee MOIXOAIIMM ObLIO OBl CMOJIb30BAHUE
MPOCTEHIIEr0 M3 BO3MOXKHBIX JIaTYMKOB, OIPENEISIeMOro CIEAYIOIUM COOTHOIIEHUEM:
Iy =i+ 1)mod 2N, unu nonpocry I;=1imod 2N Ho neno B ToM, uto 3ToT matuuk IICY ne
o0ecrieynBaeT BBIOJIHEHHE BTOPOTO JOCTATOUHO BaxkHOTro TpeboBanus k [IATICY:

2. HeoOGxomumo, 49TOOBI COcCemHHME WM OJU3KHE 110 PACHOJIOKCHHIO SJEMEHTHI IOCIIeI0Ba-
tenpHOCTH {[;} MOCTATOYHO, TO €CTh KAK MUHUMYM, B HECKOJIBKHX OUTaX, OTIUYAIUCH APYT OT
npyra. bbputo Obl KpaiiHe KelaaTebHO, YTOOBI Pa3Iudus MEXAYy HUMH OBbLIH B KaXXIOM OailTe.
Jlsis mpocTelero e TeHepaTropa, MPEATOKEHHOTO B MyHKTE 1, MOJOBHMHA Tap COCEIHHX
3HAYEHUH OTJIMYAETCS JIUIIL B oqHOM oure: 134 =15 @ 1.

CwmblIcn IepBoro Tpe6OBaHI/I$I CTaHOBUTCA OYCBUIHBIM HCXOAJd H3 TOro, 4TO MCTOI
raMMHpPOBAHUS 10 CBOEH CyTH TpeOyeT OJHOpPa30BOM I'aMMbI, MHAY€ OH JIETKO BCKPBIBAETCS IO
AITOPUTMHUYECKOH JIuHKUU. Ecim e nepruox moBTOpeHHs BbIpabaThiBaeMOW TaMMbl HEIOCTATOYHO
BEJUK, pa3JIMyHble YacTU OJHOTO M TOT0 K€ JUIMHHOTO COOOIIEHUSI MOTYT OKa3aTbes
BaH_II/I(i)pOBaHHLIMI/I C IOMOILIBIO OAMHAKOBBLIX YYdCTKOB I'aMMBI. DTO Ha MHOT'O MOPAAKOB CHHIKACT
CTOMKOCTh M dpa, JAenasi ero Jerkor J00buel KpunToaHaluTuka. BTopoe TpeGoBaHue sBISETCS
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MEHee OYEBHUIHBIM, U, BOOOIE TOBOPS, UMEET MECTO TOJIBKO ISl MIKM(POB BIOIHE OMPEIEICHHBIX
ApPXUTEKTYp, B KOTOPBIX IIAr MH(POBAHUS SIBISETCS KOMOMHAIMEH HECKOIbKUX CPAaBHUTEIBHO
MIPOCTBIX MPE0OPa30BaAHUMN, B XOJ€ KAXKIOr0 U3 KOTOPHIX pa3yinyus B MK(pyeMbIX OJ0KaX JaHHBIX
YBEJIIMYUBAIOTCS BECbMa He3HauuTenbHO. [loaToMy, eciau Mbl MOABEprHEM IMIM(PPOBAHUIO [1BA
0JI0Ka, OTJIMYAIOLIUECS TOJIBKO B €IUHCTBEHHOM JBOMYHOM paspsjie, CEphE3HbIC Pa3IUuUs MEXKIY
HUMH TIOSIBAITCS TOJBKO Yepe3 HECKOJbKO TAaKUX MPOCTHIX IIAroB, YTO HECKOJBKO CHUXKAET
CTOMKOCTh muppa u obierdaer 3amauy kKpunroaHaautuka. Koneuno, B ciydae ['OCTa sto
CHIDKEHHE HE TaK BEJIMKO, HO pa3pabOTUMKHU alropuTMa pemwin nojacrpaxosarses. Jarunk I1CY,
Bxoasmmii B Poccuiickuii ctangapt Ha mudpoBaHUe, MPEANoaracT HE3aBHUCHUMYK 00pabOTKy
CTapuieil 1 Miajuiei nojxoBUH BeipabaTeiBaeMoro 6moka ;= (I7o,1;,):

Tivo=Iio+ Cop) mod 232,

o=+ C—1)mod (22— 1)+ 1,

rae koHcTaHtl €y, W C; UMEKIT CleAyolue 3HaueHUs B |6-pUYHON CUCTEME CUUCIICHUS:
C,=1010101,,, C,=1010104.

Takoit [IIICY HeHaMHOTO CJI0KHEE MPOCTEUIIEro, OJTHAKO YIOBJIETBOPSAET BCEM NEPEUUCICHHBIM
BBIIIIE TPEOOBAHUSM: MEPUO]I IOBTOPEHUS BHIPAOATHIBAEMON C €r0 TOMOIIBIO MMOCIIEI0BATETLHOCTH
JIOCTaTOYHO BEJIUMK U OJIM30K K MaKCUMalbHOMY, W IIOJIyda€Mble C €ro IOMOLIbI0 OJIOKH
pa3nuyarTca Kak MUHUMYM B OZJHOM OUTE B KaX/10M Oaiire.

OTMeTuM, 4YTO JaHHBIA AJITOPUTM MPOCT KaK B amllapaTHOM, TaKk M B MPOrPaAMMHOMU
pean3alyy, — BCIOMHEM, 9TO BCE LCOYHMCICHHBIE BeIarcieHus B OBM Bexyrest mo Moy 27,
rae N-pa3psaHOCTh MAIIMHHOTO ciioBa. llepBoe M3 ABYX COOTHOIIEHUH peain3yeTcs Ha Bcex 0e3
HCKIIIOYEHUST 32-pa3psiIHbIX THUIAX IPOLIECCOPOB 3a OJHY KOMAaHIY, BTOPOE, XOTS M BBITJISAUT
Oosee rpo3HO, Ye€M IIEpBOE, Ha CaMOM Jelieé peaju3yeTcss HEHaMHOTO CJIOKHEEe Hero. JTo
CTAaHOBUTCSI OUEBUIHBIM, €CIIM €r0 3aMucaTh B cleAyromei dhopme:

I, +C =(I;,+C)mod2”, T, +C, <2%
I, +C -2 +1=([;,+C)mod 2” +1, I; +C, =2%

1

I,

i+l =

Ha Bcex wu3BecTHBIX aBTOpy 32-pa3psiAHBIX MPOLECCOPAX PEKYPPEHTHBIE COOTHOIIEHUS IS
BBIpa6OTKI/I O4YCPCAHOro 3JICMCHTA PCATIM3YCTCA BCCTO 34 TPU MAILIMHHBIC KOMAaHbI:

add G0,01010101h
add G1,01010104h
adc G1,0

Komannp! nansl B MEeMOHHKE Gupmbl Intel mist mpousBonumoro ero npormeccopa iAPX386, GO,G1
— 32-X OWTOBBIC DIIEMEHTHI JAHHBIX — PETUCTPHI WM JBOWHBIE CJIOBAa B MaMATH, COOTBETCTBEHHO
MJIaiuiasi ¥ crapiiasi HoJOBUHBI 64-0UTOBOTO 0J0Ka TaHHBIX, U3 KOTOPOIO MOcie 3auGpoBaHus Mo
QITOPUTMY MIPOCTOM 3aMEHBI TIOTy4YaeTCs OJIOK TaMMBbI.

O4eBHIHO, YTO MPU HUCHOJIB30BAaHUU PEXKHMAa I'aMMHPOBAHMS, KaK U B JIIOOOM JIpyrom
cilyyae, KOTrJa UCIoiib3yercss pekyppeHTHbId gatunk [ICY, HeoOXoauM AONOIHUTENbHBIA JIEMEHT
naHHbIX [, IEPBbI B pEKyppEeHTHOH mocieaoBaTeabHOCTH {/;}. UTOOBI OCIIOKHUTH HEKOTOpBIE
BO3MOJKHBIE CIIOCOOBI KpHNTOAaHaW3a, B PoccuiickoM cranmapre mudpoBanus sjaemMeHT [
MoJTydaeTcs 3amu@poBaHUeM 0 AITOPUTMY MPOCTOM 3aMEHbI 0JI0KA JaHHBIX S TaKOro K€ pazmepa
|S| = |I7| = 64, Ha3BIBAEMOTO CHHXPOIMOCHUIKOW WM HavadbHBIM 3anoiHeHuem: [o= Ex(S). s
mU(ppPOBaHUs HCIIONB3YIOTCA ONOKM rammbl, HauumHass ¢ [J;. CHHXpONOCBHUIKA JOJKHA OBIThH
M3BECTHA MPUHUMAIOMICH COOOIIeHNEe CTOpOHE, HO TpeOOBaHWE YHHUKAIBHOCTH TaMMBbI
mUppoBaHus, OAHO3HAYHO OIpe/essieMold KOMOMHALMEH CMHXPOMOCHLIKA + KJK0Y, IPUBOJIUT K
HEOOXOIMMOCTH HCIIONIb30BaTh YHUKAJIbHYIO CHHXPOIOCBUIKY I KaXKIOTO TepeaBaeMoro
coobmienusi. Tak Kak ee CEeKpeTHOCTh He TpeOyeTcs i oO0ecredeHus: CTOMKOCTH COOOIICHUS,
CHUHXPOIIOCHIIKA OOBIYHO MEePEAACTCS B OTKPHITOM BHJIE BMECTE C 3alIU(POBAHHBIM COOOIIIEHUEM.
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O4eBHIHO, YTO TAMMHPOBAHHE SABJISETCS BapUAHTOM IOTOKOBOIO MIM(POBaHUS, TO €CTh B
HACTOSIIEM pa3Jiesie Mbl TIOCTPOMIM MEXaHW3M, MO3BOJISIIOIINN CO3/1aBaTh MOTOKOBBIC IMHU(PHI HA
ocHOBe 0J104HbIX. COOTBETCTBEHHO 3TOMY IPEIOKEHHBI HaMU aaropuT™M mudpoBanus odnagaer
BCEMH NPEUMYILIECTBAMU W HEJOCTaTKaMM MOTOKOBBIX MmU(poB. IIpexae Bcero oTMeTumMm, 4To
raMMHpOBaHUE CBOOOHO OT MHOTHX HEJOCTAaTKOB MPOCTOM 3aMEHBI.

Bo-nepBbIX, OIMHAKOBBIE OJIOKM MCXOJHOTO TEKCTa IMocie 3amudpoBaHus axyT
paznuuHble OJIOKM MHU(PTEKCTa, YTO HE OOJer4aeT 3ajady KpPUIITOAHAIM3a HAa OCHOBE TOJBKO
mudpTeKcTa.

Bo-BTOpBIX, Kak U BO BCEX MOTOYHBIX MHU(pax, OTCYTCTBYET MpobjiemMa HEMOJHOTo O0Ka
naHHbIX. JleWCcTBUTENBHO, MPHU 3alM(PpPOBAHUU TOCICAHET0 B COOOIIEHHWH Onoka maHHBIX T,
HernonHoro pasmepa |7T,| <N u3 BbIpaOOTAaHHOTO JIS 3TOTO OJIOKa TaMMbl MBI MOKEM B3SITh
(¢parMeHT Takoro ke pasmepa. OITOT MOAXOA OYEBMJICH, €CIH OINEpalus HAIO0XKEHUS T'aMMBI
SIBJIIETCS. TOOUTOBOI, HO MOXET ObITh MPUMEHEH M B MHBIX ciay4asx. BaxkHO, YTO NMpPU 3TOM MbI
NOJy4rM OJIOK HIM(PTEKCTa TOTO K€ pa3Mepa, uTo U OJOK MCXOAHBIX JaHHBIX. TakuMm o0pazom,
3amu(ppoBaHKUe MO METOAY FraMMHUPOBAHUS HE U3MEHSET pa3Mep MHU(PPYyEeMbIX JaHHBIX, UTO B psIe
cllyyaeB ObIBa€T Ba)KHBIM.

B tperbux, ¢akThl N0OBIX MAHUITYJISLMA Kak HaJ 4acTAMU KpUITOOJOKOB, TaK W HaJ
[eNbIMU  OJIOKaMHu, Takue, KaK WX TEepPeCcTaHOBKA, yJaJeHUe, AyOIHMPOBAHHE, CTAHOBSTCS
OYEBUIHBIMU TIOCTE paciiu(poBaHUs — 3TO MPOSBISIETCS TEM B OOJbIIEH CTENEeHU, YeM OOJIbIiie
M30BITOYHOCTH COJIEPXKUTCA B M ppyeMoM coobuieHnn. OcoOeHHO SIPKO 3TOT 3P HEKT NPOSBIAETCS
JUI TEKCTOBBIX (DaiiJioB — €ClaM TakKUM MaHUMYJSIIUSAM HOJABEPTHYTH MIKM(POBAaHHOE COOOIIEHUE,
COCTaBJICHHOE Ha OJHOM H3 ECTECTBEHHBIX S3BIKOB, TO MOCJE pPACHIM(POBAHUS MBI MOIYUHM
MOJTHYI0 Oenuoepy.

Pexumy ramMmupoBaHus B ropas3io OOJbIIEH CTENeHH, YeM PEeKUMY IPOCTOH 3aMEeHBI,
MPHUCYIIE CBONCTBO HEPACHPOCTPAHEHUS OIIMOKH. Eciu Bo BrOpoM ciydyae omuOka
pacrpocTpaHsieTcs B MpeJiesiaX BCero N3MEHEHHOTI0 KpUNTorpadguyeckoro 6Ji0ka Hempeacka3yeMbIM
JUIS 3JI0yMBILUIEHHHKa 00pa3oM, TO B IEPBOM CiIydyae €€ BIUSHHUE HAa COOTBETCTBYIOIIMN OJIOK
OTKPBITOTO TEKCTa CPABHUTEIBHO JIETKO MPOTHO3UPYETCS, YTO JeNIaeT BO3MOXKHOM HampaBIEHHYIO
Moaudukamuo 610koB mudprekcra. Ecnam Moaudukamum nmoaBeprHyTh OUT B MacCHUBE JaHHBIX,
3am(pPOBAaHHOM TaMMHUPOBAaHMEM C HCIIOJIb30BAaHHEM OIEPALUN HOOUMO06020 UCKIIOUAIOU|E20
uau, TO mocie paciupoBaHUsS MU3MEHEHHBIM OKAXKETCS JIMIIb TOT € CaMmbli OUT B OTKPBITOM
TEKCTE.

YKazaHHO€ CBOWMCTBO TaMMHUPOBAHHUS JOBOJIbHO HEMPHUATHO, TaK KakK IO CBOEH CyTH
O3HAYyaeT, YTO 3JIOYMBIIUIEHHUK, BO3JCHCTBYS TOJBKO Ha UIM(PPTEKCT, MOXKET IO CBOEMY
YCMOTPEHHIO MEHATH JI0Oble pa3psisibl B COOTBETCTBYIOIIEM OTKPBITOM TekcTe. Hackoiabko 3TO
MOKET OBITh ONACHO, MOSICHUM Ha CIIEAYIOIIEM IMpUMepe: MYyCTh MOYTAIbOH — 3JI0YMBILIUIEHHUK
nepeaaer mudpoBaHHOE COOOIIEHNE, KOTOPOE OH HE MOXKET pacuIn@poBaTh, OHAKO MOXKET BHECTH
B HEro NPOU3BOJbHbIE HW3MEHEHHA. TakuM MOUYTAIbOHOM MOXKET ObITh, HampUMep, PaOOTHHUK
¢mimana GupMel, 00CTYKMBAIOIIUH KOMMYHUKAITMOHHYI0 OMB, npennazHaueHHYI0 Ui Ieperadyn
coo0IIeHu# B TOJIOBHOE OTAeneHue pupmbl. [lycTh OH mepenaeT HeKuil JOKYMEHT, COCTaBJICHHBIN B
BHJIE TEKCTOBOTO (ailyia, 3ammu(poBaHHOTO B PEKUME TaMMHUPOBAHMS, B KOTOPOM, KaK OH 3HAET, C
13 mo3unMM Ha4YMHAETCS 3alUCh HEKOTOPOTO 4YHUCIA, HAlpuMep, CYMMBbI €ro HpeMHaJIbHOTrO
BO3HArpaxJeHus. BrojgHe MOXeT OKa3aTbCs, YTO €My H3BECTHAa BCS CyMMa HIIM, XOTS OBl ee
HEKOTOpass 4acTb — MPEANOJIOKUM, YTO 3alUCh 4YWCIa HA4YMHAeTcss ¢ cuMBoia ‘1, wm
3MIOYMBINUICHHUK 3TO 3HaeT. Torjga Ui HEro He COCTaBHT TpyAa MepenpaBUTh ATy mudpy Ha
Ipyryto, HarpuMep — Ha ‘9°. Bce uTo jyist 3TOro Tpedyercs — 3To 3aMEeHUTH 13-i 6aiiT cooOIeHus
B,; Ha HOBOE 3HAYEHHE, BHIYUCIIEMOE CIEAYIOMMM 00pa3oM: Bi; =B;; @ ‘1’ ® ‘9°. Uepes ‘1’ u
‘9> mbl 0003HauMIM KOJBI PP 1 M 9 COOTBETCTBEHHO B TOW CHCTEME KOIAMPOBKH, B KOTOPOI
MOATOTOBJIEH TeKCT coodmieHusi. Ecmu 310 ASCII, To 1ocTaTOuHO MHBEPTHPOBATH BCETO OJWH OUT
coobmenus: Bi; = B;; ® 8. Tlocie pacmmpoBaHus HOIyYaTeNb MOJYYUT COOOIIEHHE, B KOTOPOM
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BMecTO BepHOU mudpsl 1 crout mudpa 9, u Oosblie HUKAKUX U3MEeHEHHH Hetr! OdeBUAHO, YTO
JaHHas TMOJMEHa HEe MOXET OBbITh OOHapyKeHa, €clM B IepeaBaeMOM MAacCHBE JaHHBIX HET
HUKAKOW JIOTIOJIHUTENIbHONH WH(pOpMaIKK, KpoMme 3aimudpoBaHHOTO MCXOMAHOTO COOOIIEHUS.
[IpuBeneHHbI npuMep eme pa3 WUIOCTPUPYET TOT (akT, 4YTO obOecrneueHHe CEeKPEeTHOCTH
cooOmienust (ero mudpoBaHue) camo 1Mo cebe He 00ecreuynBaeT €ro ayreHTUYHOCTH, TO €CTh
NOJUIMHHOCTH. B dYem e mpuynHa Takoi 0COOCHHOCTH ramMMmupoBaHus? J[leno B TOM, YTO 3TOT
peXuM He obOecreyrMBaeT BeCbMa KEJATeNbHOrO MJii BceX MHUGPOB NepeMeuInBaHus OUTOB
COOOIIEHHUS, TO €CTh BIUSHUSA OJHOTO OMTa UCXOAHOTO TEKCTa Ha HECKOJIBKO OMTOB MIU(PTEKCTA.
Jpyras ocoOeHHOCTh TaMMHUPOBAHUS, OCJIOKHSIOIIAs MEXAHNU3M €r0 MCIOIb30BaHUS — 3TO
HE00XO0AUMOCTh 00eCeueHHs] YHUKAIBHOCTH raMMbl. Tak Kak raMma OJHO3HAYHO OIpEIeIIseTCs
KJIFOYOM M CUHXPOIIOCBUIKOM, 3Ta mapa JO/bKHA ObITh YHHMKAJIbHA JJISl KaKJIOro HIM(PPOBAHHOTO
JOKYMEHTa, YTO NPUBOJUT MPU MOCTOSHCTBE K042 K HEOOXOTUMOCTH Ha3HAYCHHS KaKIOMY
COOOIICHUIO YHUKAIBHON CHHXPOMOCHUIKU. [loaTomy mr000# mpoTokos mm¢ppoBaHus (aaroputMm
mmdpoBanus 60siee BBICOKOTO YPOBHS) MOJTHOCTHIO HEYCTOMYUB K aHAJIU3Y HA OCHOBE MTPOU3BOJIBHO
BBIOPAHHOTO OTKPBITOTO TEKCTA, €CIM KPUNTOAHATUTHK MOXKET MO0 CBOEMY YCMOTPEHHUIO Ha3HA4yaTh
CHUHXPOTOCBUIKY MJIM UCTIOJIB30BaTh sl IIU(PPOBAHUSA COOOLICHUS METO ITPOCTOM 3aMEHBI.

9. 'ammupoBaHue ¢ 00PaTHOI CBA3BIO.

[Ipu cunTe3e anroputma OJOYHOrO MMIMGPOBAHHMS MbI YK€ CTAJKUBAJINCh C uUieel
BbIpa0aThIBaTh FAaMMY JJIs IU(PPOBAHUS OUYEPETHOrO OJI0Ka TAaHHBIX C UCIOIb30BAaHUEM OJHOTO MU
HECKOJIBKUX MPEIbIIYIINX OJOKOB TaHHBIX.

I+ =f(T;), win, 601mee odie:

I =f(T,,T,,....T;).

VY aT0l cxembl MUGPOBAHUS, TAK K€ KaK U Y OOBIYHOTO TAMMUPOBAHMSI, €CTh MPo0IeMa MOTyYeHHS
nepBoro sjieMeHTa rammbl.  Croco® ee pemieHus BIOJHE TPAAWIMOHEH: WCXOIHBIA TEKCT
JIOTIONTHAETCS (PUKTUBHBIM HECEKpPETHBIM O10koM T, eIMHCTBEHHOE HAa3HAYEHUE KOTOPOTO — OBITH
OCHOBOI 7151 BBIpaOOTKHM TiepBoro 05ioka rammel: 1] = f( 7).

Kax u ipu rammupoBannu 6e3 OC, 3TOT OJIOK T0OJDKEH OBITh YaCThIO MIM(PPOBAHHOTO COOOIICHHUS
T'=(T,T.T,,...,T),).

Ecmu mbl penmim BeIpabaThiBaTh OJIOKM raMMbl U3 OJIOKOB MCXOIHOTO TEKCTa, TO HaM
HEO0OXOIUMO CKPBITh MIPHU ITOM JIIOObIE CTATHCTHYECKHUE 3aKOHOMEPHOCTH 3TOro Tekcra. (Camblit
OYEBHJIHBIN M YK€ OMPOOOBAHHBIM MYTh VISl 3TOTO — UCIOJIB30BaTh MM (PYyIOIIee Mpeodpa3oBaHue,
TO €CTh AJITOPUTM MPOCTOM 3aMEHBI:

I;= Ex(T)),

T/=T,® I;=T,;® Ex(T;.,).

Ho mnpennokeHHBI MOAXOA B €ro NEpBOHAYAIBLHOM BHJE 007alaeT MHOTUMH HEIOCTaTKaMH
JITOPUTMA TPOCTOM 3aMEHBI, ISl IPEOJIOJICHUS KOTOPBIX MBI, COOCTBEHHO, M 3aTEsUTH Pa3InIHbIC
YCOBEPIICHCTBOBAHUSI CXEMbI IIHU(POBAHUS. OOpatumM BHHMaHHE Ha TO, YTO IMPH €ro

UCIOJIb30BaHUU OJIOK IMIKU(PTEKCTa 3aBUCUT TOJIBKO OT COOTBETCTBYIOILEIO U MPEIIECTBYIOIIETO
eMy OJIOKOB UCXOJHOTO TEKCTa!

r__ —
T =T,® Ex(T) = f(T,.T).
3TO O3Ha4acT, 4To HpI/I BaHII/I(I)I)OBaHI/II/I MacCruBa OJMHAKOBBIX 6HOKOB JAaHHBIX COOTBeTCTByIOH_[I/Ie

00k mMGPTEKCTa, HAYMHAS CO BTOPOTO W3 HHUX, OyIyT Takke WACHTUYHBI — 3TO CTAHOBHUTCA
OYEBHIHBIM U3 PACCMOTPEHUS YPaBHEHUH 3aIn(pOBaHUS:

T =f(T:.T:),

7;"+1 :f(Ti+1,Ti)=
T,.,=T;=T;+, > T/ =T
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Kak Buaum, 1o 1aHHOMY CBOWCTBY MPEUI0KEHHBIN HAMH alTOPUTM IIUGPOBAHUS HUYYTh HE JIydlle
npocToil 3ameHbl. OJHAaKO €ro OueHb JIETKO MOKHO YCOBEpPUICHCTBOBATbH, €CIU JJS BBIPAOOTKH
ramMMbl UCIOJIb30BaTh OJIOKHU MU(PTEKCTa, @ HE COOTBETCTBYIOLIEIO OTKPHITOIO TEKCTA!

_ !
I;i = Ex(T;-),
T'=T,®I}=T;® Ex(T|) (3amudposanue),
T,=T;® I;=T; ® Ex(T;")) (pacumdposanue).
Teneps kaxaplii OJOK MUGPTEKCTa 3aBUCUT HE TOJIBKO OT COOTBETCTBYIOIIETO, HO M OT BCEX
MPEIIeCTBYIOMUX 0JIOKOB UCXOHOTO TEKCTA!
! __ ! . 1
T/ =T, ® Ex(T\) = f(T,T;,), Ho
U — ! . 1
I =T, ® E(T )= f(T;.,T;",), nostomy
! . ! . ! _— —
I;'fl _f(T‘bE*l) _f(Ti,Ti—bI;'—z) T e _f(T‘i,IVi,I,...,Tl,To), rae
T, — CUHXPOIIOCBLIKA.

BrinonHeHHOE HaMU yCOBEPIICHCTBOBAHHE JEJIaeT TaMMHPOBAHHE C OOpATHOW CBS3BIO
CBOOOJTHBIM OT HEJOCTATKOB MPOCTOM 3aMeHbI. JIeMCTBUTEIBHO, KaK BHECEHUE N3MEHECHHUI B OJIOKH
mUppPTEKCTa, TaK U MAHUIYJIUPOBAHUE LEIBIMU OJIOKAMU TMPUBOAUT K HEMPEICKA3YEeMbIM IS
3JIOyMBINIUICHHUKA W3MEHEHUsSM B paciiupoBaHHOM TEKCTE, B peE3ylbTaTe 4YEro OH TepseT
BO3MO>KHOCThH OKa3bIBaTh TAKUE BO3/ICUCTBHUSI 1I€JICHANPABIECHHO.

Kak MbI okaszanu paHee, Ha KKl 00K mudprekcra npu 3amudpoBaHUN OKa3bIBAIOT
BIIUSTHUE BCE MPEANISCTBYIOIINE OJIOKHA UCXOJHOTO TEKCTA M CHHXPOIMOCHUIKA!

I;" :f(Ivi,T‘i,I,...,Tl,To).

Heckonbko WHBIM, XOTS BeChbMa OXOXKHM 00pa3oM Ha OJIOKM OTKPBITOTO TEKCTa, IMOy4aeMble MPH
pacmndpoBaHuy, BIUAIOT OJ0KK mudprekcra. s ysCHEHUs XapakTepa 3TOTO BIUSHHS €lle pas3
3aIUIIIeM ypaBHEHUS paciii(poBaHUs TS IBYX CMEKHBIX OJIOKOB JJAHHBIX:

T,=T, ® Ex(T}.),

T =T ® Eg(TY).

N3 »TuX ypaBHEHWI CTaHOBUTCS SICHO, YTO KaXIbld OJIOK MHMQPTEKCTa NMpU pacuiudpoBaHUN
OKa3bIBaCT BJIMSHUE JIUIIb HA JIBa OJIOKA OTKPHITOrO TEKCTa: HAa COOTBETCTBYIOIIMI eMy OJIOK, U Ha
cnenyromui 3a HUM 0J10K. [Ipudem B mepBoM ciiydae 3TO BIMSHHUE HOCUT TaKOH e XapakTep, KaK 1
IPU UCTOJIB30BAHUU OOBIYHOIO TAMMHUPOBAHMS, @ BO BTOPOM — KaK MpU MPOCTOH 3amene. Takum
o0pa3oM, €Ciii 3JIOYMBIIUICHHUK BHECET WM3MEHEHUsS B OJIOK Mmu(pPTEKCTa, OHU OTpa3sATCS Ha
TEKYILEM U CIIEAYIONIeM 0JI0KaxX COOOLICHHUS.

[IposiBiieHne 3TOrO BIUSHHS YJOOHO IMOSICHHTH Ha TMPHMEPE M3 MPEIBbIIYIIero pasfelia: eciu
cooOuieHue ObUIO 3amm@pPOBaHO MO METOAY FaMMHPOBAHHUS C OOpaTHOM CBA3BIO M B HEro ObLIM
BHECCHBI YKa3aHHBIC B TpUMEpE HM3MEHEHHUs, TO IOCle paciupoBaHUs IOJydaTelb YBUIHUT

CIICAYIOILYIO KapTUHY:
e B U3MCEHEHHOM OJIOKEe BCE TAaK)Ke, KaK U MPH OOBIYHOM TaMMHPOBAaHUH — BMECTO BEPHOW HUGPHI OIUH CTOUT
HaBA3aHHAA 3JIOYMBINUJICHHUKOM JICBATKA, U 00JIbIIIC HUKAKUX N3MCHCHUI HCT,
e B OJOKe, CIEAYIONIEM 3a U3MEHEHHBIM, KapTHHA Takas ke, KaK M TPU MPOCTOH 3aMeHe — OJIOK MpeacTaBiseT
c000ii ciTydaiiHyr0 O€CCMBICIICHHYI0 KOMOUHAIIHMIO OUTOB;
® BCC IpOYHEC OJIOKH OCTaJIUCh HCU3MCHHBIMH
Takum 00pa3oM, peKUM raMMHUPOBaHUS ¢ OOPATHOM CBA3BIO UMEET Te€ K€ MPEUMYIIECTBa,
4TO U OOBIYHOE FaMMHMPOBAHUE, U BMECTE C TEM CBOOOJIEH OT €ro HeJ0CTaTKOB. ['amMmmupoBaHue
OC ycToifunBO K mepecTaHOBKaM OJOKOB M K HAINPaBJICHHBIM MOJU(PHUKAIMAM IUPPTEKCTa, €CIH
TOJIBKO MoAuduuupyercs He nociegHuil 010k. VHbIMU cllOBaMHM, 37I0YMBIIIJIEHHUK, BHOCSIIUI
M3MEHEHHs B MIM(PTEKCT, HE MOXKET TOYHO PACCUUTATh MX BIIMSHUE HA OTKPBITHIA TEKCT, €CIIH,
KOHEYHO, He 00iajaeTr cekpeTHbIM KiarodoM. C Ipyroil CTOpPOHBI, Ul 3TOTO PeXHMa Kak JUis
YaCTHOI'O ClIydasi TaMMUPOBaHMs, OTCYTCTBYET IpobieMa “XBocTa” — MOCJIEIHEr0 HEMOIHOro O6J10Ka
JAHHBIX M B OmIM4YMe OT rammupoBanus O0e3 OC He Tak ocTpa MNpodieMa YHUKaIbHOCTH
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CHHXPOTOCBUIKU. [losICHMM TocIieiHee 3aMevyaHue: IeHCTBUTENBHO, IPU OOBIMHOM T'aMMHPOBAHUH
BbIpabaTbIBaeMasi raMMa OJHO3HAYHO OMPEIEISAETCsS CHHXPONOChUIKONW U Kitouom: 1;=f(i, Ty, K),
Torga Kak mnpu rammupoBaHuu ¢ OC oHa 3aBHCHT eme W OT IMUPPYEMbIX JaHHBIX:

oc .
I; =fiT,T,..T;,K). Ilootomy, ecnu Ba COOOIIEHUS, HE COACPKAIIUX OAMHAKOBBIX OJIOKOB,
3amuPOBaHbl C HCIIOJIB30BAHHEM OJHOTO W TOTO e KI04Ya W CHHXPONOCHUIKH, TO PaBEHCTBO

T;® T/=T;® T, Bwmonnsercs Tonbko mpu i=1, 4To obneryaer 3ajady AemuppOBAHUS JHILb
NIEPBOT0, HO HUKAK HE MOCIEAYIOMHUX OJOKOB COOOIIEHUS. DTO CHIIKAET OCTPOTY MpPOOIeMbl, HO,
KOHEYHO K€, He CHUMAET ee MOJIHOCThI0. Eciu kpunroaHaluTUK 00J1a1aeT BO3MOXHOCTBIO aHaIHM3a
Ha OCHOBE HIPOM3BOJBHOI'O OTKPBHITOTO TEKCTAa, BKIIOYAs BBIOOP CHHXPOIOCBUIKH, TakKas cxXema
mudpoBaHUs HEYCTOMYMBA K aHajau3y. TakuM o0pa3oM, W B OTOM cjiydae HEOOXOIMMO
1103a00TUTHCS 00 OPUTHHAIBHOCTH CUHXPOMOCHLIKH.

3aBepias pacckas 0 raMMHPOBAaHUM OTMETHM, 4TO Poccuiickuii ctangapt mm@poBaHus HE
npegycMaTpuBaeT HHUKAKUX JPYTHX PEKUMOB IIH(POBAaHUS, KPOME OINHMCAHHBIX  BBIIIE.
AMEpUKAHCKUM K€ CTaHJIapT OMpEAeIsAeT eIle HECKOJbKO PEKMMOB ¢ 0OpaTHOM CBS3bIO, OJTHAKO
OHU HEBBIMOJHO OTIMYAIOTCS OT ONMCAHHBIX BBIIIE TeM, YTO 3a OJHO OOpalleHue K Ipoleaype

MPOCTOH 3aMeHbI U(PYETCs HOPLMS JaHHBIX 7, IO pa3MepaM MEHbIIas, YeM MOJHbIN 64-0UTOBBIIH

6s10k manubix anroputMa DES, | 7] < 64, uTo, KOHEUHO *Ke, CHIKAeT ObICTpoeiicTBrUE mn(poBaTeIh
06e3 CKOJIbKO-HHOYIh 3aMETHOTO IOBBIIICHUSI €ro CcToMkocTH. Kpome Toro orMerum, 4ro Bce
CKa3aHHOE B JJAHHOM pa3/ieJie CTaThU OCTAHETCSl BEPHBIM, €CJIM BMECTO ajrOpUTMa MPOCTOM 3aMEHBI
no ['OCT ucnonb3oBaTh KakoW-JInOO APYrod aliropuT™ MpOCTON 3aMeHbl — UM MOTyT ObiTh DES,
FEAL, anGep u T.1. — CTOHKOCTH IMOJIy4a€MOT0 TaKMM OOpa3oM IMOTOKOBOTO IIHdpa MOTHOCTHIO
OIpEIEIIAETCS] CTOMKOCTBIO HCIIOJIb30BAaHHOTO MU(Pa IPOCTOH 3aMEHHBI.

10. Umuro3ammura.

Kak MbI y’ke HEOJTHOKPATHO IEMOHCTPUPOBAIIU B IpUMEpax, MHUQPpoOBaHUE caMo 10 cede He
MOJKET 3alUTHTh TNepeaBacMble JaHHBIE OT BHECCHUS W3MEHEHHH. OTO SBISETCS OTPaKEHUEM
Toro (akrta, UYTO CEKPETHOCTh M ayTeHTUYHOCTh — CYTh HE3aBHCHMBIE CBONCTBA
Kpunrorpa@uieckux cucreM. Takum 00pa3oM, IpH OpraHu3aIu MU(QPOBAHHON CBSI3M HYXHO
OTJIETHHO T103200TUTHCSI 00 MMHUTO3AIIUTE TIEPEAABACMBIX IaHHBIX.

HUmumosauwuma ecTb 3alIATA CHCTeMbl IMM(POBAHHOW CBA3M MJIM HHOW KPHNTOCHCTEMBI OT
HABS3BIBAHUS JIOKHBIX JaHHBIX.

Tak kak MBI paccMaTpuUBaeM CHCTEMBbI 3alUTHl WHGOpMAILMK, 00eCIeYUBAIOIINE
HEOOXOJUMBIE XapaKTEPUCTUKH TOJBKO IIyTEM MAHWITYJIMPOBAHUS caMoil uH}opmaruen
0E30THOCUTENILHO CBOWMCTB €€ MaTepHAIILHBIX HOCUTEINEH, 00ecrieueHne ayTeHTUYHOCTH COOOIICHUS
MOXET OBITh JOCTHTHYTO TOJIbKO 3aKJIAJIKOW B HETO OMPENEIECHHOW H30BITOYHOCTH, KOTOpas ¢
JOCTaTOYHOM CTEMEHbIO JOCTOBEPHOCTH TO3BOJsUIa Obl OOHApPYXUTh BCE BHECEHHBIE B HETO
HECaHKIIMOHUPOBAHHBIM 00pa3oM m3MeHeHus. CaMblii IPOCTON M OYEBHIHBINA CIIOCOO 3TO CleNaTh
— M00aBUTh K COOOIIEHUIO JTOTIOJHUTENBHBIA KO/, Ha3bIBAEMbIl KOHTPOJIBHOW KOMOWHALIMEH WIN
MMHUTOBCTABKOM, 3aBUCSIIIUN OT €ro COAEPKaHUS:

T =(TY), rne Y=F£(T).
[Ipu nmonydennn cooOIIeHNs TPUHSBIIAS €0 CTOpPOHA MpoBepsieT BhinosHeHue ycioBus Y =f(T),

H CCJIM OHO CIpaBCIJIMBO, COO6H.[€HI/I€ CYUHUTACTCA NOAJIMHHBIM, B IPOTUBHOM CJIydaC OHO
OTBEPIracTCs KakK JIOKHOC.

Hmumosecmaska ectb KOHTPOJIbHAS KOMOMHALMA, A00aBJsieMasi K NepeiaBaeMoOMYy COOOLIEHHIO €
1eJIBIO 3AIIIUTHI CHCTEMBI OT HABSI3LIBAHHUSI JIOJKHBIX JAHHBIX H 3aBUCSIIAS OT €ro COAepPIKaAHUs.
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[Ipocreiimum  crmocoOOM BBIYHCICHUS] KOHTPOJIBHOM KOMOWMHAIIMM MOJKET CIIYKHTh
KOHTPOJIbHASsE CyMMa OJIOKOB COOOIICHHS MO MOMIYJIK HEKOTOPOrOo YHWCiIa — OOBIYHO pa3Mep
KOHTPOJIbHOW KOMOWHAIIMK PaBEH pa3Mepy OJTOKOB JaHHBIX:
fT)=(T,+ T, + ...+ T,) mod 2", rne N=|T;| - pasmep 6110K0B.

OpHako OYEBHJIHO, YTO JAHHBIA CHOCOO BBIYMCIIEHUS KOHTPOJIBHOM KOMOHMHALIUU HE
TOAMTCS I UMHUTO3AIIMTHI, TaK KaK €ro MOAJENIKa He MPeICTaBIseT 0co0oi npodiembl. YToObI
pa3zobpaThCsi B TOM, KAKUMHU CBOMCTBaMH JOJKEH 00J1a1aTh aJrOpPUTM BBIPAOOTKHM MMHUTOBCTABKH,
paccMOTPUM BO3MOKHBIC YI'PO3bl aYyTCHTUYHOCTH JaHHBIX:

®  3J0YMBIILICHHEK MOXKET IONbITaThes H3Mennts Aanusic T —> T Taxum 06pasom, 4To0bl HX HMHTOBCTABKA
ocranacs newsmennoit: f(T) =f(T);

®  3JI0YMBIIUICHHIK MOKET TONBITATECS CHAGAUTH C(haGPUKOBAHHOE MM cOOOIICHNE T IPaBUIIBHO BHIYHCICHHO
xonTponbHoit komGuHarmeii f(T), BrIaB Tem caMBIM ero 3a NOUMHHOE;

JIro6ast mpakTHUYEeCKasi cCXeMa UMHTO3AIIUTHI JIOJDKHA 00ecrieunBaTh dPPEKTUBHYIO 3aLIUTY
OT JIBYX IEpPEUYHMCIIEHHBIX BBILIE YIrpo3, YEro HeNlb3sl cKa3zaTh 00 MMHUTOBCTABKE — KOHTPOJILHOM
CyMME.

Jlis BbIYMCIIEHUS TaKOM KOHTPOJIbHOM KOMOMHALMM MOKET OBITh HCIOJIb30BaHA Tak
Ha3blBacMasi BBIYMCIAUTENbHO HeoOpatumasi pynkumsa. Dynxuus Y =f(T) HazbBaeTcs
BbIYNCJIUTEJIbHO HEOOpPaTHMOM, €CIIM OINpEIEICHUE TaKuX 3HAYEHUU T, s KOTOPBIX
cnpaBeqymuBo ypaBHeHue f(T)=Y, To ecTb BblUHCIeHUE oOpatHON ¢yHkuun T =f" 1(Y)
BBIUHCIIUTENLHO HEBO3MOKHO. Ha mpakTuke 3T0 03Hayaer, 4yTo Takoe 3HayeHue 7 He MOXKET ObITh
orpeneneHo 0osnee 3pPeKTUBHBIM CIOCOOOM, YeM IepedOpOM IO MHOKECTBY BCEX €r0 BO3MOXKHBIX
3HaueHnii. Pasmep mmurtoBctaBku Y |Y|=N [ODKEH MCKIIOYATh CKOJIBKO-HUOYIh 3HAUYUMYIO
BEPOSATHOCTh YCIICHIHOM MONJENKU COOOIIEHHUS, KOTOpas B HAMXY/IIEM sl aHAIWTUKA Clydae
paBHa p = 2N

SIcHO, 4YTO TIOHATHE  BBIYMCIUTEIBHOW  HEOOPAaTUMOCTH  YPE3BbIUANHO  TPYIHO
dbopManu3zyeMo U TOTOMY €ro BBINOJIHEHHE MPAKTUYECKH HEBO3MOXHO TIPOBEPUTH IS
KOHKPETHBIX anroputMoB. (CxemMa HWMHUTO3AIIMTHI, OCHOBaHHas Ha HeoOpaTHMMOIl (yHKUUH,
yCTOWYMBA TIO OTHONIICHWIO K TMepBOWM yrpose.  JleHCTBUTENBbHO, 4YTOOBI €€ peaau30BaTh,
3JIOYMBIIIJICHHUK JIOJDKEH 10100paTh coobmenue 7 moJl 3aJjaHHyI0 KOHTPOJIbHYIO0 KOMOMHAIMIO ¥,
JUIsl 9ero eMmy HeoOxomumo pemuTh ypaBHeHue f(T)=Y otHocutenbHo 7, 4TO 1O Hamiemy
MPENOI0KEHNI0 HEBO3MOXKHO 3a mpuemiieMoe Bpems. OJHAKO JaHHas cXeMa MMHUTO3AIIMUTHI He
3aIMIIAeT OT BTOPOM yrpo3pl. UTOOBI crenaTh €€ yCTOMYMBOW K HEH, MOXHO IepeaaBaTh
MMHUTOBCTaBKY BMECTE€ C COOOIIEHHEM 3amu(pOBaHHONW HAa TOM JK€ CAMOM WM JPYroM KIIIOYe.
KonTponbHasi koMOuHaIMs, BEIYUCICHHAs] TAKUM 00pa3oM, B 3apyO0eKHOM JINTepaType Ha3bIBACTCs
KOJIOM O0Hapy:keHHsl MaHuNyJasiuuii ¢ manubiMu (Manipulation Detection Code), u cokpaiieHHO
oOosznauaerca MDC. Jns  peanuzanmy  TaHHOTO MeETOAa HEOO0XOIWMa BBIYHCIUTEIHLHO
HeoOpaTumas (QyHKIMS cxaTus AaHHBIX. CroBo “cxkarve” MPUCYTCTBYET B Ha3BaHMU (DYHKIMH
MOTOMY, YTO HE3aBHCHMO OT pa3Mepa cOooOUIeHUS pa3Mep KOHTPOJIbHOW KOMOMHALMK BCerja
MIOCTOSIHEH, U, ECTECTBEHHO, B OOJIBIIMHCTBE MPAKTUUYECKUX CIIy4aeB MEHbIIE pa3Mepa COOOIEHUS.
OpHako COOTBETCTBYIOLAs O00JIaCTh MAaTEMaTUKU HACTOJBKO CJIOXHA, 4YTO BBIYMCIUTENIbHAS
HEOOpaTUMOCTh MoKa (OpMaAbHO HE JOKa3aHa HU JUISL OJHOTO HMCIIOJIb3YEeMOr0 Ha MPAKTHUKE
anropuTMa ckaTus AaHHbIX. B PoccuiickoM ctanmapTe Ha mU@poOBaHWE U UMHUTO3ALIUTY AaHHbBIX
noaxo Ha ocHoBe MDC He Haien oTpaxeHus..

YToObl 3JIOYMBIIIJIEHHUK HE CMOI pealu30BaTh HU OJHY M3 IEPEUYMCICHHBIX BbIIIE
JIOCTYIHBIX €My yrpo3 [0 HapyLUIeHUIO IIEJOCTHOCTH JaHHBIX, JIOCTaTOYHO OOeCHeyuTh
HEBO3MOKHOCTh BBIYHCIICHUS UM KOHTPOJbHON KoMOuHanuu f(T) nnsa moboro tekcra 7. Jlns
9TOr0 MPOCTO HAAO0 CAeNaTh anroputMm ee BbluMciaeHuss  f(T)  CEKpPETHBIM 3JIEMEHTOM
kpunrtocucteMbl. [locnenoBarenbHoe MpoBedeHUE B KU3Hb NpuHLUNa Kupxrodga npuBoaut k
cxeme, B KOTOpoil QyHKIus f cama 1o cebe He CEeKpeTHa, HO 3aBHCHT OT BEKTOpA CEKPETHBIX
napameTpoB — kitoya K:
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I=f(K.T)=f(K,T\,...,T,), Tnie

T=(Ty,...,T,) — ICXOOHBIA TEKCT, pa30UTHII Ha OJIOKH (PUKCUPOBAHHOTO pazmepa. BripaboTaHnHas
TakUM CIIOCOOOM KOHTpOJIbHAS KOMOHWHAIMs TOJy4uJia Ha3BaHWE KoOJAa ayTeHTH(UKAIUHN
coodomenuii (Message Autentification Code) u cokpamenHo o6o3nadaercs MAC. B
OTEYECTBCHHOW JTUTEpaType OHAa WHOrAa (HE BIOJIHE KOPPEKTHO) UMEHYETCS KPHUMTOTrpaduyecKoi
KOHTpoJIbHOM cymmoii. Kak Ham peanmzoBath 31y ¢pyuknuio f(K,T)? B nHamem pacnopsikeHUU
UMeEETCs allTOPUTM Kpuntorpadudeckoro rnpeodpazoBanus I = Ex(T) (mpocToii 3aMeHbl) ,KOTOPBIi
o0nagaeT HEOOXOIUMBIMU I TTOCTPOEHUS MOJOO0HBIX (YHKIIMA CBOWCTBAMH, OJHAKO IO3BOJISET
paboTaTh TOIBKO ¢ OJIOKaMU TeKCTa PUKCUPOBAHHOTO pasmepa |T'| = N.

[lepBast mpes, KoTopas NPUXOTUT B TOJOBY, ATO 3alIU(POBATH KOHTPOJIBHYIO CyMMY,
BBIYUCIISIEMYIO OOBIYHBIM 00pa3oM. OIHAKO HECOCTOSATENBHOCTh TAKOTO MOAXO0/a OYEBHIHA — OH
MO3BOJISIET HaM 3aIUTUTHCA OT BTOPOM M3 MPHUBEIEHHBIX Yrpo3, OJJHAKO HE BIIOJIHE 3alllMIIAET OT
IepBOH. JIeHMCTBUTENBHO, 3JI0YMBILUICHHUK, PACIONIAraloliii HEKOTOPBIM IEPEXBAYECHHBIM paHee
COOOIICHUEM KaK B OTKPBITOM, TaK M B 3a(PpoBaHHON (hOpME C UMUTOBCTABKOM, 0€3 Tpy/aa MOXKET
HaBs3aTh TaKOW KPHUMNTOCUCTEME JIOXKHOE COOOIIeHHE — Ui 3TOro OH (hadpuKkyeT cooOmieHue C
TOYHO TaKOMW € KOHTPOJIBHOW CYMMOM, YTO U UMEIOIIEeCs Y HEro, U CHa0XaeT ero TOW e camou
MMUTOBCTaBKOW. EJNMHCTBEHHOE, YTO MOXKET MOMEIIATH 3JI0YMBIIUICHHUKY B 3TOM, 3TO HEBO3MOXK-
HOCTh KOPpEKTHO 3ammdpoBarh chadbpukoBanHoe coobmenrne. OmHAKO HaM HEJb3sl HAACATHCS Ha
3T0 — TpeOoBaHHME OOECIEeYeHUS] aAyTEHTUYHOCTH COOOIEHHUS HE3aBHCHMO OT €ro CEKPETHOCTH
OCTaeTcs B CUIIE.

Ham mepBeiii monxon K 3adade MOCTPOCHHUS AalTOPUTMA BBIYUCICHUS HMHUTOBCTABKU
okasasicsa HeymauHbiM. [lompoOyem cierka ero yaydmuTh: OyneM cHadana mu@poBaTh OJIOKH
COOOIIEHUS, ¥ JTUIIb 3aTeM HaXOUTh KOHTPOJIBHYIO CYMMY MOJYYEHHBIX MTUPPOOIOKOB:

A(T) = (Ex(T)) + Ex(T>) + ... + Ex(T,)) mod 2".

JIaHHBINM MOAXO0J YCTOMYMUB 110 TEM JIUHUSAM, 10 KOTOPBIM BCKPBIBAJICS IPEABIAYIIUN, OJHAKO U OH
UMEET OuYeBUAHOE claboe MECcTO: HMKAaK HE pearupyeT Ha BO3MOMKHYIO II€PECTAHOBKY OJIOKOB
mmdprexcra. s npeomoneHus 3TOro HeJOCTaTka MOXKHO TOMBITATbCS BMECTO CYMMHUPOBAHMSA
UCIOJb30BaTh JPYryl0, HEKOMMYTAaTHUBHYIO (YHKLHIO KOMOMHHMPOBaHUS OJIOKOB, OJHAKO 3TO
MOPOXK/IAeT MHOXECTBO PA3JIMUYHBIX HENPHUATHBIX MPOOJIEM M MOATOMY JaHHBIM MOJXOJ HE Hallenl
IIPAKTUYECKOrO MPUMEHEHHS.

Kak >xe HaM mocTynuTth B clokuBLIEiCs cuTyauuu? TyT camoe BpeMs BCIIOMHHUTH IIPO
PEKUM raMMHPOBAHHUS C OOPaTHOM CBA3BIO — B 3TOM PEKUME KaKAbli OJOK HIM(PPTEKCTAa 3aBUCUT
OT BceX OJIOKOB HMCXOJHOTO TEKCTa OT MEPBOr0 J0 COOTBETCTBYIOIIETO €My. 3HAuuT, MOCIETHHM
0JI0K mM@PTEKCTa 3aBUCUT OT BCEX OJIOKOB MCXOTHOTO TEKCTA, CEKPETHOTO KJIF0Ya M, BIOOABOK,
YCTOMUYMB K BO3MOXKHBIM II€pECTaHOBKaM OJIOKOB INU(PTEKCTa, Mepel KOTOPBIMH CIacoBaj
npeablAyuid Bapuant. Takum o0pa3oM, Mbl MOXEM HOIBITaThCSl UCMOJIb30BATH €T0 B KauecCTBE
MMUTOBCTABKHU:

I=T, :f(Tn:Tn'—l) :f(Tn:Tn—I,Tn,—Z) = ... =f(h,T,...,T\,T)).

[Tpu sTOM, OTHAKO, ClieyeT OOpaTUTh BHUMAHUE Ha JIBE BEIIH:

e CHHXPONOCHUIKA M/ BBIYACICHHWS HMHTOBCTABKH HE HYXHA — IIpeoOpa3oBaHHE MOXKHO HAYMHATH
nenocpescTsenHo ¢ nepsoro 6ioka gauubix: I =T, ® Ex(T, . @ Eg(...Ex(T))...));

e JaHHas CXeMa ysA3BUMa IO TOCJeIHeMYy OJIOKy — AEHCTBUTEIBbHO, UTOTOBBIN pe3yiabTaT IUii MMHUTOBCTABKH
o0pazyeTcst TOOUTOBBIM CYMMHPOBaHHEM IO MOAYIIO 2 TIOCTIEHET0 OJI0OKa JaHHBIX C HEKOTOPHIM KOJOM, 3aBH-

! [
camum ot Beex npensiaymux 6nokos: I =T, =T, ® Eg(T,_|) — 510 3Hauut, 4T0 370yMBIIIEHHAK MOXKET
c(haObpUKOBaTh MPOHU3BOJIBHOE COOOIICHIE, U 3aTeM JT00AaBUTh K HEMY €IlIe OJUH OJIOK, BRIYHUCICHHBINA 1O (op-

!
myne T, =1 ® Eg(T,_), 4To661 KOHTpONbHAS KOMOMHAIMS I HETO ObLa paBHa 3alaHHOMY 3HaueHHuIo 1

JlaHHBIE 3aMeYaHUs JIETKO Y4eCTh — HAJO JIMIIb WU3MEHUTh MOPSIOK HCIOJIB30BaHUS Ha
Ka)XXJIOM IIare Onepanuii no0umo8020 UCKI0OUauw|e20 uiu i IpoCTON 3aMEHbI, — TOT/Ia aITOPHTM
BBIYUCIICHUS] HMUTOBCTABKH OY/IET BBITISACTD CICAYIONIMM 00pa3oM:
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I=Ex(T, ® Ex(T,\ @ ...EK(T))...))).

Hcnonp3oBaHne B KadyecTBE HMMHMTOBCTABKH IIOCIEAHErO OJIOKa, IOJIYYEHHOTO TpU
mudpoBaHUN MAacCHBA JaHHBIX TAMMHPOBAHUEM C OOpPATHOM CBS3BIO, MIIM KaKOW-THO0 (YHKIIUU OT
HEr0 MOXET CJIeJIaTh HEKOTOpble KpUNTOorpadudeckre MpOTOKOIbl HECOCTOATENbHBIMUA. OJTO UMEET
MECTO, €CITH IS 3alI(POBAHUS TEKCTa M BHIPAOOTKH MMHTOBCTABKH MCIIOJIB3YETCS OIMH M TOT XKe
JITOPUTM — TaMMHUPOBaHKUE ¢ OOPATHOM CBS3bIO, M OJIMH U TOT ke Kimod. [lokaxkem, 4To 3Ta cxema
He obecrieunBaer umurocroiikoctu. Ilycte coobmenune 7T =(T,,7,...,T,) 3amudpoBaHo Ha
wioue K mo amropurmy rammumposanus ¢ OC: T'=(T\,T),...,T,). Tlycte B kauecTBe Koja
ayTeHTU()UKALUHU MCIIONIb3YEeTCsl BEIYUCICHHBIN TI0 TOMY K€ CaMOMY aJITOPUTMY U Ha TOM K€ CaMOM
wioue kox I, ouesupno T=T,. Toraa monaHoe mimppOBaAHHOE COOOIICHHE C KOJIOM ayTeHTU(H-

karuu umeer cieaytommii sun: 1 =(T,1)=(T\\Ty,...,T,,T;). Eciu 310yMBIIIEHHUK BHECET
W3MEHEHUs B MMU(PTEKCT, TO TEeM HE MEHee Halla cxeMa ayTeHTU(PUKaIuu He OOHAPYKHUT
W3MEHEHUM, XOTsI, IOJyUYEeHHBIH TpHU pacuudpoBaHUU TEKCT OyIeT BechMa JAIeK OT HMCTHHHOTO.
[IpuurHa 3TOro KpoeTcsi B TOM, YTO KPUTEPUEM MOJAJTUHHOCTU COOOIIECHHUS 3/1€Ch CIYKHUT PAaBEHCTBO
nocjenHero 6ioka IMU(QPTEKCTa KOHTPOJBHOW KOMOMHAIIMM, a 3TO OO0ECHEYUTh CPABHUTEIBHO
nerko. CuTyanus KapJUHAJIbHO HE YIYYIINUTCS, €CIIM BMECTO HEMOCPEICTBEHHO MOCIEAHEro OJ0Ka
mUQpPTEKCTa B KA4eCTBE UMUTOBCTABKH UCTOJIB30BaTh (DYHKIUIO OT HETO, MOTYYCHHYIO ITyCTh J1axe
C IOMOUIBIO AITOPUTMA IPOCTOM 3ameHbl: I = Ex(T,).

TakuMm o0pazoM, kpunrorpaduaeckiue CXembl, B KOTOPHIX UMHUTO3AIINUTA HE OTJEICHA OT
mppoBaHus, TO €CTh B KaYeCTBE KoJla ayTeHTHU(UKALUU HCHOJIb3YyeTCAd YacTh MUPPTEKCTa WU
(GyHKIUS, BBIYUCIIIEMAasi C UCTIOJIb30BAaHUEM TOJBKO TAKOW YaCTH, MOTYT OKa3aThCsl HEYCTOMYNBBIMU
K MaHunymauud ¢ mudprekcrom. Ortcrona cienyer, YTO CYIIECTBYIOT JABa MYTH YCTpaHEHHs
yKa3aHHOTO HEJIOCTaTKa:

® JCIIOJIb30BaTh JJIs1 BBIYHUCICHUS HMMHTOBCTABKHM PA3JIMYHBIC KPHUIITOAJITOPUTMBI, HWJIA PA3JIMYHBIC PEKMMBI
OIHOI'0 U TOT'O K€ aJIrOPpUTMaA;

® MHCIIOJIB30BaTh JJIsA I.HI/ICI)pOBaHI/Iﬂ 1 BBIYUCJICHUA UMUTOBCTABKH PA3JIMYHBIC KIIFOYUH,

Hcnonb3oBanue AByX KIHOYEH BMECTO OJHOIO HE COBCEM YIOOHO, IMO3TOMY CO3JaTEIH
['OCTa nouuty 1o nNepBoMy IyTH — OHH pa3paboTaiu OTAebHbIN anroput™M Eg mpenHa3HaYeHHBIN
UCKJIIOUUTENILHO JJISi BHIYMCIICHUS UMUTOBCTaBKU. Ecnu i mmdpoBaHus MpOCTOil 3aMeHOW Ha
KaXJOM IIare HCMOJb3yeTcss MUK 32-3, BbIpaXaeMbli B TEPMUHAX KOMIIO3UIMUA MPOCTHIX
npeoOpa3oBaHuii (CM. pa3aen 4 HaCTOSIIEH CTaTbU) CIEAYIOIINM 00pazoM:
E,=1.SIS.SI[ SI.SI'.S..SI ST .SIS..SI ST S..SI ST, 70 Tpu BBIYHUCICHUH HMHTO-

BCTAaBKM HCIIOJIb3YETCSl YIPOILUEHHBIH IUKI 16-3, comepkamuii nepsble 16 maroB nukna 32-3:
E,=I.SI'S..SI[ S ST, S..SI,S.  YUpOLICHHBI aIrOpUT™M BBIYUCICHUS HMHTOBCTABKU

MO3BOJISICT TOCTUTHYTH IIPUMEPHO BABOE OOJBIIETO OBICTPOACHCTBUS MO CPABHEHHUIO C PEKUMaMH
mmdpoBaHus.

Jlpyrue oTIH4Ms aNropuTMa BBIYMCICHUS MMHUTOBCTaBKH OT aJIrOPHTMa TaMMHPOBAHHUS C
00paTHOM CB3bI0 00YCIOBJICHBI IPUBEICHHBIMU paHee MPUYMHAMU U 3aKJIIOYAIOTCS B CIIEAYIOLIEM:

® HC HUCIIOJIb3YCTCs CMHXPOIOCHIIKA,

o KOM6I/IHI/IpOBaHI/Ie Koga ¢ AJAaHHBIMHU C IIOMONIBIO OI€paluu ('B OCYIIECTBIIACTCA HE IIOCJIC, a 0 IHara

kpurrronpeodpazosanms: 1y =0, I;= Ex(l;_, ® T;), i =1,2,...,n.

Bropoe cBOICTBO yCTpaHsSe€T YSA3BUMOCTh MMUTOBCTaBKM [0 TMOCIeIHEMY OJIOKY
COOOIIEHUSI.

OTtmeTuM, 4YTO B KayecTBE HMMHUTOBCTABKM MOKET OpaTbCcsi HE BeCh, a TOJIbKO YacTh
nonyaennoro onoka I,: I=(l,),. 1, tne L =|I|— pa3mep umutoBctaBku. Kak mpaBuio, 310 32
miagmmx Outa Omoka [I,. Pasmep mmuTOBCTaBKM L ompenenseT BEPOSTHOCTh YCIEIIHOTO
HABS3BIBAHMS JIOXKHBIX JAHHBIX, KOTOPAs paBHA p =2 . B 3aKIIFOYCHUH NAHHOTO Pa3iena OTMETUM,
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yTO0 B pekume BbrunciaeHuss uMuToBcTaBKM ['OCT paspemaer A00aBisTh B Ha4dalo TEKCTa €ro
y4YETHbIE TapaMeTphl, Takue, Kak Jara nocieqHed momuduxanuu Qaiina u ero pasmep, U T.J.:
I(T) =I(UT), tne U — BEeKTOp yYETHBIX MTapaMETPOB.

3aKj04YeHue.

Ha 3TOM aBTOp BBIHYX/I€H MOCTaBUTh TOYKY, XOTS 0€3 pacCMOTpPEHUsI OCTajIOCh OOJIbIIOE
YUCJIO BaXHBIX BOIIPOCOB, B YaCTHOCTHU, COBCCM HC 6BIJII/I 3aTPOHYTBI BOIIPOCHI pcain3allun
Poccuiickoro crangapra B BHAE amnmapata wid nporpammbsl st OBM, mnpenacraristomme B
MOCIIeIHEE BpeMsl HauOOMBIIHNA HHTEPEC VIS IMUPOKOTO KPyra CIeNUaIicToB. TeMm He MEHee aBTop
HaJZleeTcs, YTO JaHHas cTarTbsd OyIeT IMOJIe3Ha BCEM HMHTEPECYIOIUMCS KPUIITOrpapuuecKUMHU
METOAaMH 3alIUThI I/IH(I)OpMaI_II/II/I. B kauectBe AOIMIOJIHCHUA K CTAaThC NpHJIaractcs Ha6op
ypaBHEHUH /I BCEX PeXUMOB KpunrtonpeoopazoBanuid mo 'OCT 28147-89, smustoutuiics mo cyTu
(bOpMaHLHBIM " JOCTATOYHO IOJIHBIM OIIMCAHHUEM CTaHJdapTa.
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[Ipunoxenue 1. VYpaBHenus kpunrorpapudeckux npeodpazosanuii mo [OCT 28147-89.

Pexum YpasHeHue 3amudpoBaHus YpaBHenue pacmudpoBaHus JomnonaurenbHas nHbopMariys
Tpocras 3ameHa T,=EVNT), 1<i<n T,=D\(T), 1<i<n _
TaMMupoBanne T,=T®EI3), 1<i<n T,=T'®EI), 1<i<n Iy=Ex(S), ;i=(i0,17), 1<i<n

E,o = (Efl,o + Co)m0d232, 1<i<n
Ii, =i, +C - 1)mod(232 -1)+1,
1<i<n, C,=1010101,, C,=1010104.

TaMMHpOBarue ¢ T/ =T, ®Eg (T.), 1<i<n =T ®Ey (T}, 1<i<n T;=S.

00paTHOH CBS3BIO

BripaboTka - _ I,=0, I;= E§(16)(I,-_1 ®@T;), 1<i<n,
HNMUTOBCTaBKHU — (In)l L

[TosicHenwus:

T;, T — i-TbIii GJIOK OTKPHITOrO M 3aIIKM(PPOBAHHOIO TEKCTA COOTBETCTBEHHO;
§ — CUHXPOTIOCBUIKA — MAaCCHB JIaHHBIX pazMepoM |S|= 64 OUT, HECEKpPETHA;
I — UMHUTOBCTaBKA — Macan JTaHHBIX pasMepoM L He Ooiee 64 out: L =|1|<64;
EVY? =(ISTS..STS) (TGS srzsrl) npeoGpasoBanue MUKIa 3ammudposanus (32-3);
(32) =(LSTS.. S[éS)([éS SIS’ — npeoOpaszoBanue 1KKiIa pacumppopanus (32-P);
E(m) — (I ST3S..ST.S)* - npeobpa3oBaHKe LUKIA BHIPAOOTKM MMMTOBCTABKH (16-3);
S(T,,T)) = (T,,T,) — oniepanus rnepecTaHOBKH cTapuieit U miaamei 32-0UTOBBIX MOJIOBHH MPeoOpa3zyeMoro 010Ka JTaHHBIX;
I(T,,T)) = (T,, T, ® fu(T,K;)) — oneparusi ofHOTO mIara npeodpazoBanus 64-0MTOBOro 60K AaHHBIX, | < i< §;
fu(t,k) =R (Cy((t + k)mod2*?)) — bynkums mmdposanust, f— npeobpasyeMblii 610K JaHHBIX, k — HCIIONb3YeMBIi Ha [Iare JIeMEeHT KIIHoua
— 32-6uToBBIC OJIOKM JaHHBIX: |t|=|k|=
R}, — onepanus Bpamenus (UKIMYECKOTo ¢iBKUra) 32-6UToBOro 610Ka JaHHBIX HA 11 GUT BJ1eBO (B CTOPOHY CTAapIIMX OUTOB);
Cy — onepanus npeobpazoBanus 32-0MTOBOrO OJIOKA JAHHBIX, 3AKJIFOYAIONIASCS B TOOJIOYHON MOICTAHOBKE 4-OMTOBBIX TPYIII JAHHBIX 110

tabmune 3amen H = {hiJ}lg[gg’lgjg16: C,(t)= CH(tl’tZ""’tS):(h1,t17h2,t2""’h8,t8);




